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Executive Summary
The cybersecurity landscape is changing quickly in Europe with the entry into force of the EU
cybersecurity act and the creation of a European wide cybersecurity certification framework. This
deliverable aims to understand how the current cybersecurity certification landscape is likely to
evolve in Europe and understand how some of the SPARTA assessment tools can support some of
the certification processes. This deliverable starts with an overview of the cybersecurity certification
landscape at European and international levels. It presents a global analysis of cybersecurity, in
general and for some specific industries. Certification schemes can help companies and other actors
to prevent and mitigate cyber-attacks and their consequences. Then, we focus on the new European
regulation, the European Cybersecurity Act, with a description and analysis of the cybersecurity
certification framework and its current priorities. This regulation will have a large impact in the
cybersecurity certification world and the European Union Agency for Cybersecurity (ENISA). In the
chapter that follows, we analyse several standards and frameworks in cybersecurity certification and
highlight how they can be relevant for the SPARTA project. This report also describes several
national initiatives dedicated to the cybersecurity of SME’s and show that they can also benefit from
a harmonization in certification across Europe. The requirements for the four SPARTA research
programs are presented following by how these programs can benefit from existing certifications.
The objective for SPARTA research programs is to understand if any of their activities and results
are relevant to cybersecurity certification. Finally, we present several recommendations for the
evolution of cybersecurity certification across Europe.
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Chapter 1

Introduction

In view of the increasing digitization, the European Union aims to make Europe more resilient in
cybersecurity by strengthening European competences as well as coordinating prevention and
response across the Member States. To this end, various legislative initiatives have been developed.
The NIS directive was introduced in 2016 to better protect the network and information systems of
operators of essential services and of digital service providers, to ensure the general functioning of
the crucial services for citizens and businesses. In addition, the EU introduced the General Data
Protection Regulation (GDPR) in 2016/2018 and the Cyber Security Act in 2019.
The GDPR is a European legislation that applies to all organizations, including SMEs or associations
that collect and process data of European citizens. If a company or association is not in line with the
European regulations, it may risk heavy fines. Therefore, it is important for an organization to know
exactly where personal data is stored, and how it is processed and protected.
The Cyber security Act, on the other hand, aims to increase cyber resilience by introducing an EUwide certification framework for information and communication technology (ICT) products, services,
and processes. Industry can use this new mechanism to certify products, processes and services
and increase confidence in innovative digital solutions. This will give users more confidence in
security of the products and services they buy. It should lower the threshold for companies to obtain
certificates and to enter new markets. The European certificates under this regulation are divided
into three categories: basic, substantial and high. The level varies according to the extent of cyber
security testing. The EU cybersecurity certification framework is currently applicable on a voluntary
basis and is not mandatory.
Which certificates will be developed shall be decided by the European Commission, in cooperation
with various stakeholder groups and ENISA, the European Network and Information Systems
Agency. These European certificates, issued under this regulation, will be valid in all EU Member
States.
Europe, Cybersecurity and the Role of SPARTA
Europe is holding several strong positions in research and innovation, including Cybersecurity. We
are pioneer in fields such as secure components or cryptography and striving to achieve excellence
in other domains. Yet, we are not able to transform this excellence in large scale advantages and
obtain a real edge in several competitive fields. One of the biggest strengths of Europe is its diversity
but it can be also be a severe disadvantage if not mastered and harnessed in the same direction.
This is nothing new and numerous projects have been created to enhance the collaboration inside
Europe. But the need is still there, especially in Cybersecurity, a field in constant flux and growing
importance these last years.
SPARTA will setup unique collaboration capability and will help re-thinking how cybersecurity is
performed in Europe, both in academia and academy. The project is aiming to form world-leading
expertise centres. To achieve this, it can count on a variety of actors, dedicated to Cybersecurity but
all bringing a different set of skills in scientific excellence, technological innovation and societal
sciences.
Composed from 44 beneficiaries coming from 14 countries, the project is articulated around 14 Work
Packages. Four of these WP (4, 5, 6, and 7) are dedicated for research programs. They are tackling
critical topic ranging from artificial intelligence to improved infrastructure. Two WP are dedicated
toward the construction and organisation of the future network of expertise centres. One the WP (11)
will ensure that SPARTA’s roadmap and Programs are aligned with international, European and
national certification program.
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Other work packages are dedicated for the dissemination, awareness, roadmap design or ethics
consideration.
Short description of the four research programs:
Program #1: T-SHARK – Full spectrum cybersecurity awareness:
Cyber-threats are growing in complexity, size and scope with alarming speed. In order to say ahead,
new approaches need to evolve and be more comprehensive and cover a wider spectrum.
This program will address four challenges:
handling complex cybersecurity threats, dealing with cyber attack’s kill chain phases, developing
methods and solutions for prediction and awareness and knowledge-based cybersecurity
management and finally enhancing the exchange of Threat Intelligence information between
partners and how to use them according to GDPR.
Program #2: CAPE – Continuous assessment in polymorphous environments
The IT world is increasingly complex and providing a complete and useful assessment of systems is
more and more challenging. CAPE will provide new way to achieve meaningful and continuous
assessments in a large variety of systems.
This program will address five challenges:
Developing more agile assessment and certification framework, automation and support for writing
requirements and executing tests, develop the capability to assess systems of systems, how to
address lifetime dynamicity of environments composed of short-lived components and finally how to
address execution elasticity with a focus on services.
Program #3: HAII-T – High assurance intelligent infrastructure toolkit
IoT has open a wide new field of applications for industry and society and we are evolving toward
an Intelligent Infrastructure. But new opportunities often equal new vulnerabilities
HAII-T will develop a secure-by-design development framework and a toolkit supporting the design,
development and verification of security critical, large-scale distributed II systems
This program will address fives challenges:
Secure system software, hardened legacy components, secure orchestration of II components,
building in resilience and auditable data privacy protection.
Program #4: SAFAIR – Secure and reliable AI systems for citizen
We are facing 2 mains issues regarding AI systems: the cybersecurity area is not well developed
and we are sorely lacking regarding trust, fairness, legal et social challenges. SAFAIR will ensure a
better trustworthiness of AI systems.
The program will address five challenges:
Designing and developing threat analysis tool for AI systems, designing and developing defensive
and reactive security mechanism, designing and developing methods to increase AI systems
reliability and resilience, Ensuring the fairness of AI systems by reducing bias in decisions based AI
systems with compliance toward EU regulation and elaborating demonstration cases validating the
scope and the efficiency implemented.
SPARTA D11.1
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SPARTA and its work packages will need to be in phase with the certification landscape at
international, European and national level. In order to achieve this, this document will deliver a
comprehensive mapping of certification in cybersecurity in the following manners.
The first chapter introduce a global analysis of cybersecurity, in general and for more specific
industries. The third chapter presents the new European regulation called the European
Cybersecurity Act. The fourth chapter analyses several standards and frameworks in cybersecurity
certification and highlight how they can be relevant for the SPARTA project. The fifth chapter
describes several national initiatives dedicated to the cybersecurity of SME’s, compares them and
shows that they can also benefit from a harmonization in certification at European level. The sixth
chapter address the requirements for the four SPARTA research programs and how they can benefit
from existing certifications. The fifth chapter present several recommendations for the evolution of
cybersecurity certification across Europe. The sixth chapter describes some general requirements
for the SPARTA research programs with respect to cybersecurity certification. The seventh chapter
deliver several recommendations for the evolution of cybersecurity certification.
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Chapter 2

General Analysis of Cybersecurity

Cybersecurity can be perceived as a remote concern for many companies until the first attack hit
them. The impact can be staggering for many of them and the recovery, when possible, is long and
costly.
The cost and frequency of cyber-attacks are increasing on a yearly basis: a report from Hiscox1,
based on a survey with 5,400 firms in the US, UK, Belgium, France, Germany, Spain, shows that in
2018, 45% of these companies report at least a cyber-attack. In 2019, that number cited in the report
jumps to 61% and the cost is also increasing. Approximately three out of four businesses failed a
cyber-readiness test. These numbers are bound to be incomplete as many attacks still fly under the
radar.

Figure 1: Number of ‘cyber-attack events’ affecting listed companies domiciled in the EU28, financial and
non-financial sector, as reported by the media2

You can see in the figure 2 that the medium and small companies are experiencing the worst of the
situation. They are also the least well equipped on cybersecurity solution and certifications.3

1Hiscox

Cyber readiness report 2019 https://www.hiscox.co.uk/sites/uk/files/documents/201904/Hiscox_Cyber_Readiness_Report_2019.PDF
2 Hybrid and cybersecurity threats and the European Union’s financial system https://bruegel.org/wpcontent/uploads/2019/09/PC-10_2019.pdf
3https://www.sbs-sme.eu/sites/default/files/publications/SBS%20PP%20on%20cybersecurity%20solutions%20and%20certification.pdf
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Figure 2: Proportion of firms targeted in 12-month period (%)4

Cyber-attacks in general are on the rise: the same report5 as shown in the following statistics. Cyber
incident has risen from 45% last year to 61%, and the figures are higher in every category of breach.
The classic attacks such as worms or viruses are still working for almost a quarter of the respondent
and 17% are reporting a ransomware incident. This is exactly the area where even a basic security
certification can help a company of any size to be more resilient. Distributed denial-of-service
(DDoS) attacks are also up from 10% to 15%. The frequency of attacks has also increased markedly
during the year.
The implementation of GDPR last year has several advantages, including the fact that bigger
companies– which can receive bigger penalties for non-compliance in a timely manner – to become
more watchful of security incidents and to report them, partly explaining the raise of in the statistics.
Almost every industry is under an increasing wave of attacks from non-profit to the energy sector
and government entities aren’t spare either. You can see in the figure below that the almost no
sectors are safe from large attacks.

4

Hiscox Cyber readiness report 2019 https://www.hiscox.co.uk/sites/uk/files/documents/201904/Hiscox_Cyber_Readiness_Report_2019.PDF
5 Hiscox Cyber readiness report 2019 https://www.hiscox.co.uk/sites/uk/files/documents/201904/Hiscox_Cyber_Readiness_Report_2019.PDF
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Figure 3: Notable cyber-attacks in the EU28 in the year to July 2019 as reported in the press 6

Speaking of attacks, one of the most neglected vectors is in the supply chain. When companies
invest in cybersecurity, they often don’t include that aspect in their contracts with their suppliers.
Many companies have suffered a cyberattack where the root cause was found in a weak link in their
supply chain7
The cybersecurity certification of smaller companies, often part of the supply chain of bigger
companies or even critical operators (according to the NIS directive8), can improve the global security
landscape et raise the global cyber hygiene9

Hybrid and cybersecurity threats and the European Union’s financial system https://bruegel.org/wpcontent/uploads/2019/09/PC-10_2019.pdf
7 Hiscox Cyber readiness report 2019 https://www.hiscox.co.uk/sites/uk/files/documents/201904/Hiscox_Cyber_Readiness_Report_2019.PDF
8 https://ec.europa.eu/commission/presscorner/detail/en/MEMO_18_3651
9 Review of Cyber Hygiene practices https://www.enisa.europa.eu/publications/cyberhygiene/at_download/fullReport
6
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The financial impact of cyber-attacks on business is also rising sharply. According to Europol,
cybercrime is costing around €265 billion per year10 and can represent almost 50% of the crime
committed in some EU countries.
The landscape is now ever more complex as Sovereign states are waging cyber-wars in the internet.
Some actions in the real world are now met by retaliation in the cyberspace. One of the first and
most iconic occurrence is probably the Stuxnet virus, attributed to Israeli and US government and
allegedly developed to take down the industrial equipment used by Iran in nuclear exploitation.
Another famous case as explained by (Øverland & All., 2016) was the cyber-attack on the power
grid in Western Ukraine, resulting in a massive blackout.
Europe is aware of these challenges and is developing several answers to tackle them. One of the
biggest and latest projects, spearheaded by the ENISA, is the European Cybersecurity Act.
Since June 2019, it introduces for the first time an EU-wide cybersecurity certification framework for
ICT products, services and processes11
We can also cite the Directive on security of network and information systems (NIS Directive) 12, the
first legislation boosting the overall level of cybersecurity in Europe especially by the creation of
national CSIRT, a better cooperation and the promotion of a culture of security across vital sectors
such as energy, transport, water, banking, financial market infrastructures, healthcare and digital
infrastructure.
We can’t conclude this without speaking about the General Data Protection Regulation or GDPR13,
which has put stronger rules on data protection and regulate the processing by an individual, a
company or an organisation of personal data relating to individuals in the EU.
Even if it’s not strictly cybersecurity, it helps companies to improve their data management and cyber
hygiene.
The European Commission has created the European Cybersecurity Certification Group (ECCG), a
set of expert groups with the following tasks:






The lifecycle of a European Cybersecurity Certification Scheme
Coordination of policy approaches
Cooperation, capacity-building, information exchange
Peer assessment and review mechanisms
(International) Standardisation

They are currently doing preparatory work on defining certification scheme for topics such as Cloud,
IoT or Industrial Automation and Control System.

10

GAME OVER? EUROPE'S CYBER PROBLEM https://www.cer.eu/publications/archive/policybrief/2018/game-over-europes-cyber-problem
11

The EU Cybersecurity Act https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
The Directive on security of network and information systems (NIS Directive) https://ec.europa.eu/digitalsingle-market/en/network-and-information-security-nis-directive
13 EU data protection rules https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/dataprotection/2018-reform-eu-data-protection-rules/eu-data-protection-rules_en
12
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2.1

Cloud

Since the adoption of the European Cloud Computing Strategy in 2012 by the Commission, it never
stopped promoting Cloud Computing towards companies and public administrations.
The latest iteration of that strategy14 published in 2019 continues this path and refines the vision of
the future in cloud computing for Europe.
Several actors are working to make that vision a reality, such as The Cloud Service Provider
Certification Working Group (CSPCERT WG), a private and public stakeholder, created in December
2017.
Their goal, as explained by (B.Larrumbide Martinez and L.Orue-Echevarria) in their latest
recommendations is “to establish an EU-wide framework for cybersecurity certification of ICT
services, products and processes, including those services provisioned by Cloud Service Providers
(CSP)”.
This working group has been a crucial provider of multiples recommendation, linked to the security
certification of cloud services, for the Member States, ENISA, and Commission.
Their work is articulated around three main milestones, as described in their recommendation:
 “The security objectives that an EU-wide certification shall include, based on existing
standards, best practices and schemes”
 “A comparative analysis of the most relevant conformity assessment methodologies”
 “A document, the result of the 2 previous milestones, formulating recommendations toward
the European Commission and the ENISA for establishing an EU-wide cloud certification
scheme”
ENISA has been officially tasked by the Commission to prepare a cybersecurity certification
candidate scheme for cloud services and will communicate soon on the necessary steps to
achieve it.15

2.2

IoT

The Internet of Thing, as defined by ENISA, is “a cyber-physical ecosystem of interconnected
sensors and actuators, which enable intelligent decision making”).It is one of the fastest growing
segment of the internet. It enables connectivity between devices who are gathering, transmit and
receive data. It can be seen as the equivalent of the World Wide Web but for smart machines.
The existing IoT devices can be almost anything from routers, thermostats, kitchen appliance
webcams, printers, sensors, to devices powered by Amazon Alexa our Google Assistant. The next
wave of devices will be even more complex and interconnected with infotainment systems, medical
devices, navigation in vehicles etc.
The security risks are tremendous for 3 main reasons:
- The number of devices is growing exponentially, the number of “machines-to-machines” were
estimated around 500 million in 201416 and early 2019 the numbers were around 7.5 billions,
forecasted to triple by 202117

14

EC Cloud_Strategy https://ec.europa.eu/info/sites/info/files/ec_cloud_strategy.pdf
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-certification-lifting-the-eu-into-the-cloud
16 2017 roundup of internet of things forecasts https://www.forbes.com/sites/louiscolumbus/2017/12/10/2017roundup-of-internetof-things-forecasts/#6d8a4f551480
15

17

State of the IoT 2018: Number of IoT devices now at 7B – Market accelerating https://iotanalytics.com/state-of-the-iot-update-q1-q2-2018-number-of-iot-devices-now-7b/
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- They are collecting, sharing and processing myriads of sensible information on users, processes
and products. Personal assistant such as Amazon Alexa or Google home, is hacked, are literally a
wealth of information for malicious actors and they are already in almost 12% of European houses.18
- The impact of a vulnerability, even an old one, in network of this magnitude can be potentially
devastating: a 10-year-old vulnerability left around half a billion of IoT devices vulnerable and
sometimes difficult to patch.19
The number of attacks is also increasing at a furious pace with a surge of 300% in 2019, for a
staggering 2.9 billions of events recorded by F-Secure (2019) and their honeypot network.
All this only shows that an effective security is primordial and one of the best ways to achieve this is
via a strong certification scheme. Europe through ENISA is working on such initiatives, like the
European Cybersecurity Act.
It will have a decisive role to play in order to bring a cybersecurity scheme specifically designed for
the IoT world. The New Legislative Framework (NLF) will also help to improve the situation, it aims
to set mandatory product safety requirements that are necessary to put products on the EU market
(CE marking) and is looking at how to include cybersecurity in the process.

2.3

Industrial systems

The world is now entering in the fourth industrial revolution, based on cyber-physical systems or IoT.
According to Frost & Sullivan (2017), manufacturing companies around the world are looking for
operational efficiency, productivity and customization features. Industry 4.0 provides processes and
tools to deal with huge data volumes, improving communication between physical and digital
environments
Industry 4.0 needs interconnection to provide the most benefits. Connections between partners,
customers, employees, systems and sensors enable new opportunities and improved business
performances.
This interconnection brings also some concerning issues, Industry 4.0, which rely on IoT, is facing
the same problems seen in the previous paragraph with even more dire consequences in case of
successful cyber-attacks. They are also following the increased rhythm of evolution in strength and
complexity that “classic” cyber-attacks.
Their aim was mainly to steal money, disrupt industrial activity or gather information on competitors.
In order to stay ahead of the threats, security budgets are expected to grow exponentially, and the
industrial world is no exception.
It can be even more challenging due to the (often) aging infrastructure, obscure protocols and a
culture based on safety and not cybersecurity first.
As explained in the ISACA’s (2016) document, the field of Information Technology (IT) and
Operational technology (OT) need to converge in order to provide efficient answers to the rising
threats the sector is facing.

Explosive IoT Growth Slowed by ‘Early Adopter Paradox’ https://press.f-secure.com/2018/10/24/explosiveiot-growth-slowed-by-early-adopter-paradox/
18

19

IoT Security Flaw Leaves 496 Million Devices Vulnerable At Businesses: Report
https://www.crn.com/news/internet-ofthings/300106806/iot-security-flaw-leaves-496-million-devicesvulnerable-at-businesses-report.html
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Figure 4: OT and IT convergence20

Several initiatives such as the IACS Cybersecurity Certification Framework21 (ICCF) is an initiative
supporting the implementation of the European Cybersecurity Certification Framework for Industrial
Automation and Control Systems (IACS)
ICCF will:
 Elaborate the ECCS (Scheme) for IACS products (the “ICCS”) with stakeholders
 Deliver the support processes and guidelines for an ICCS
 Generalise to an “ECCS engineering process & guidelines”
 Document findings & recommendations for the benefit of DG CONNECT & ENISA
 Contribute to the Union Rolling Work Programme for European Cybersecurity Certification

20

The Merging of Cybersecurity and Operational Technology https://cybersecurity.isaca.org/csx-

resources/the-merging-of-cybersecurity-and-operational-technology
21

IACS Cybersecurity Certification Framework https://erncip-project.jrc.ec.europa.eu/networks/tgs/europeaniacs
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Figure 5: Actual state of ICCF22

22

European Cybersecurity Certification Group National Initiatives 1st Informal meeting 12 July 2019
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Chapter 3

European Cybersecurity Act

The EU Cybersecurity Act, effective since June 2019, revamps and strengthens the European
Agency for cybersecurity (ENISA) and establishes an EU-wide cybersecurity certification framework
for digital products, services and processes. This is translated in these two main items:
A new mandate for ENISA
ENISA, the European Union Agency for cybersecurity, has received from the EU Cybersecurity Act
a permanent mandate, more resources and more tasks to perform.
ENISA will have an essential role in the creation of the European certification cybersecurity
framework by preparing the technical aspects for specific certification schemes and informing the
public on the certification schemes
The agency is also now responsible of helping, if requested, EU Members States regarding
cybersecurity incidents, ENISA will also support the coordination, in the EU, of any large-scale and
cross borders incidents.

Figure 6: The “new” ENISA23

A European cybersecurity certification framework
The EU Cybersecurity Act introduces for the first time an EU-wide cybersecurity certification
framework for ICT products, services and processes. Companies doing business in the EU will
benefit from having to certify their ICT products, processes and services only once and see their
certificates recognised across the European Union.”24

3.1

General objectives

Certification is playing a major role in increasing trust and security in products and services.
This is crucial for Europe and the Digital Single Market. Right now, there are a large number of
different security certification scheme for ICT product co-existing in the EU. This situation is creating
potential barriers and fragmentation in the single market. The European Cybersecurity Act is the
answer to this situation and ensure a common cybersecurity certification approach in the European
internal market and ultimately improve cybersecurity in a broad range of digital products and
services.
It is important to signal that for the coverage of the EU Cybersecurity Act is quite stunning if you look
at these definitions:


Article 2(9) A European cybersecurity certification scheme “means a comprehensive set of
rules, technical requirements, standards and procedures that are established at Union level
and that apply to the certification or conformity assessment of specific ICT products, ICT
services or ICT processes.”

23

ENISA AND CYBERSECURITY CERTIFICATION FRAMEWORK
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=61590
24 The EU Cybersecurity Act https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
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Article 2(11) A European cybersecurity certificate “means a document issued by a relevant
body, attesting that a given ICT product, ICT service, or ICT process has been evaluated
for compliance with specific security requirements laid down in a European cybersecurity
certification scheme.”



Article 2(12), ICT product “means an element or a group of elements of a network or
information system.”



Article 2(13), ICT service “means a service consisting fully or mainly in the transmission,
storing, retrieving or processing of information by means of network and information
systems.”



Article 2(14), ICT process “means a set of activities performed to design, develop, deliver or
maintain an ICT product or ICT service.”

3.2

EU Cybersecurity Certification Framework

The process
National cybersecurity authorities take part in the European Cybersecurity Certification Group
(ECCG), chaired by the European Commission. The Commission, with their help, will identify the
strategic priorities for future European cybersecurity certification schemes.
These future schemes will then be prepared by ENISA or (exceptionally) the ECCG. During the
preparation of a candidate scheme, ENISA will create an open, transparent, formal and inclusive
consultation process. The agency will then put in place an ad hoc working group per scheme (see
article 20(4) of the regulation) in order to gather the needed expertise and recommendations
Each scheme will have to comply with a comprehensive set of rules, technical requirements,
standards and procedures.
The Commission, based on the scheme elaborated as described before, may adopt implementing
acts providing for European cybersecurity certification schemes for ICT products, services and
processes.
ENISA is also responsible to review each adopted scheme at least every 5 year, taking into account
the feedback from relevant stakeholders.
The decision of certifying a product, process or service against a certification scheme is not
mandatory. However, it is still possible that, in the future, the EU legislation will prescribe a
mandatory certification for certain category of products or services.
Assurance Level
As described in the regulation25 (article 52), a European cybersecurity certification scheme may
specify one or more assurance levels for ICT products, services and processes. The assurance level
must be proportionate with the appropriated risk level related to the intended use of the product,
service or process.
The level of assurances is basic, substantial and high. Each of them has their own set of security
requirements, linked to security functionalities and the amount of effort needed to assess the product,
service or process.

25

REGULATION (EU) 2019/881 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 17 April
2019 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0881&from=EN
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Basic
The “basic” level of assurance will ensure that the product, service or process meet the defined
security requirements and that enough effort have been put in the evaluation. It shall at least
minimize the known basic risk of incidents and cyberattacks. The technical documentation needs
also to be reviewed during the evaluation process.
Substantial
The “substantial” level of assurance will ensure that the product, service or process meet the defined
security requirements and that enough effort have been put in the evaluation. It shall at least
minimize the known cybersecurity risks and the risks of incidents or cyberattacks performed by
attackers will a limited skill set and resources. At least the two following steps need to be performed
during the evaluation process: a review to demonstrate the absence of publicly known vulnerabilities
and testing to demonstrate that the products, services or processes correctly implement the
necessary security functionalities.
High
The “high” level of assurance will ensure that the product, service or process meet the defined
security requirements and that enough effort have been put in the evaluation. It shall at least
minimize the risks of sophisticated cyberattacks performed by skilled actors backed by significant
resources. At least the following steps need to be performed during the evaluation process: a review
to demonstrate the absence of publicly known vulnerabilities; testing to demonstrate that the
products, services or processes correctly implement the necessary security functionalities at the
state of the art; and an assessment of their resistance to skilled attackers, using penetration testing

3.3

Current Priorities

The EU Cyber Act cannot cover every topic at once, even is several sectors are in needs of EU-wide
certification.
So far, the work is ongoing or will start soon on the following topics:







Common Criteria and SOG-IS MRA
Cloud (the call for the composition of the ad-hoc working group will be launched)
Industrial Automation and Control Systems
IoT
Software and system security lifecycle management
Healthcare sector (IoT and safety/security implication)

SPARTA D11.1

Public

Page 14 of 64

D11.1 – International and national cybersecurity certification initiatives

Analysis

Chapter 4

of

selected

standards

or

frameworks relevant for SPARTA
4.1

Summary

We will begin this section with some precision on standards and frameworks. They can have drastic
differences in many areas like coverage, certification, visibility, recognition or the robustness of the
controls described.
It is important to first define what is exactly needed in a project and why, in order to choose the right
scheme before going too far. Some of them request a heavy investment in time and resources and
thus should be only applied when needed. A proper use of these standards and frameworks can
bring an insurance of quality and a recognition impossible to achieve otherwise.

4.1.1

International standard

According to the International Organization for Standardization (ISO)26, an International Standard
provides rules, guidelines or characteristics for activities or for their results, aimed at achieving the
optimum degree of order in a given context. It can take many forms. Apart from product standards,
other examples include test methods, codes of practice, guideline standards and management
systems standards

4.1.2

Cybersecurity framework

In our context, a Cybersecurity framework provides voluntary guidance, based on existing standards,
guidelines, and practices for organizations to better manage and reduce cybersecurity risk

4.1.3

Table of chosen standards and frameworks

Name

26

Type

Body

Country

Industry

Verticals

ISO/IEC 27001

Standard

ISO/IEC

International

General

service
providers and
organisations

NIST CSF

Framework

NIST

USA

General

Critical
infrastructures

Common
Criteria

Standard

CCRA/SOGIS

International

General

products and
services

CIS Critical
Security
Controls

Set of
controls

SANS
Institute

International

General

service
providers and
organisations

Industrial
Internet of

Framework

Industrial
Internet
Consortium

International

Industrial
IOT Systems

IOT

International Organization for Standardization https://www.iso.org/deliverables-all.html
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Name

Type

Body

Country

Industry

Verticals

Things Security
Framework
Cloud Security
Alliance Cloud
Controls Matrix

Framework

Cloud
Security
Alliance

International

Cloud
service
providers

Cloud

ISKE

Standard

RIHA

Estonia

State and
government

E-government

IT Grundschutz

Standard

BSI

Germany

General

service
providers and
organisations

ISO-SAE 21434
& SAE J3061

Standard

ISO/SAE

International

vehicles

Road Vehicles

ISO 27034

Standard

ISO/IEC

International

General

Application
Security

IEC 62443

Standard

ISA/IEC

International

Industry

Automation
controls

Table 1: List of chosen standards and frameworks

4.2

ISO/IEC 27001

Almost every IT professional around the world have heard about ISO/IEC 2700127. It is one of the
best-known family of standards, providing a complete set of requirements for information security
management system (ISMS). ISO adopts a systematic approach when describing the secured
management of the sensitive data of a company. The standard covers the company in globality,
including people, processes and IT systems via a risk management process. The company must set
its security objectives and determine the risks that threaten them.
In order to manage the identified risks, the company can establish a risk treatment plan. This plan is
mainly composed of selected controls. ISO 27001 provides a plethora of controls for every security
objective. It is crucial to select and implement the appropriate controls for the company and not try
to implement everything. ISO27001 and its controls can be combine with others standards and
controls when needed
The ISO 27001 family of standards has been growing quickly over the last years, and now includes
almost 40 standards. The table below gives an overview of the most relevant of these within the
context of this document

27ISO/IEC

27001 INFORMATION SECURITY MANAGEMENT https://www.iso.org/isoiec-27001-informationsecurity.html
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ISO/IEC
number

Focus

ISO/IEC 27002

Gives a more detailed description of the controls described in Annex A of ISO
27001

ISO/IEC 27003

Gives implementation guidance for ISO 27001

ISO/IEC 27004

Gives guidance on monitoring, measurement, analysis and evaluation of an
ISMS

ISO/IEC 27005

Provides guidelines for information security risk management

ISO/IEC 27017

Adds requirements, guidance and controls specific for cloud services

ISO/IEC 27032

Adds requirements, guidance and controls for improving cybersecurity

ISO/IEC 27033

Adds requirements, guidance and controls for network security

ISO/IEC 27034

Adds requirements, guidance and controls for application security
Table 2: Overview of ISO27KX standards

28

Evaluation and Governance
In order to have their information security management certified to the ISO27001 standard, a
company needs to call an independent certification body. These certification bodies are accredited
by a national accreditation body in ensure a sufficient quality.
Certification Process
An ISO 27001 certification will often by developing and documenting the necessary procedures and
controls. The implementation of these procedures and controls should be done according to these
documents. A compliant ISMS should not stay inert and should be regularly updated and to do so,
management reviews and regular internal audits has to be performed. If any non-compliances are

28

STATE OF THE ART SYLLABUS Overview of existing Cybersecurity standards and certification schemes
v2 https://ecs-org.eu/documents/publications/5a31129ea8e97.pdf
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detected, they must be mitigated or corrected by corrective and preventive actions. Errors has to be
found, corrected and should not happen again.
Once all of this is in place, the certification process can start. This process is divided in two steps
Stage 1 and Stage 2 audit. The Stage 1 audit, or Documentation review, will focus on the company’s
documentation and checks if it is compliant with ISO27001. The Stage 2 audit, or Main audit, is
centered on all organisation activities and if they are compliant with both ISO 27001 and their
documentation.
If the auditor finds any non-compliance, the company needs to take corrective action in a certain
time period. Once the audit is satisfactory, a certificate is granted and is valid for three years. It needs
to be renewed via another round of Stage 1 audit and Stage 2.

Figure 7: ISO/IEC 27001 Worldwide total29

4.3

NIST CSF Framework

The U.S. National Institute of Standards and Technology (NIST) oversees The NIST Cybersecurity
Framework30. It aims to provide a common and accessible language for dealing with cybersecurity
risk. It is easily adaptable for many technologies, sectors or even lifecycle phase. The framework is
revolving around the notion of risk and how to identify and reduced them. It provides the means to

29

ISO /IEC 27001 - Worldwide total https://www.iso27001security.com/html/27001.html
for Improving Critical Infrastructure Cybersecurity
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
30Framework
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align business, policy and technology in a holistic risk-based approach. It can cope with the
management of entire organisation of a single department.
The framework was design with the critical infrastructures in mind but is flexible enough to enables
organisations, regardless of their size or complexity, to apply the principles and best practices of risk
management in order to improve the security and resilience of their infrastructure.
It is based on international standards for cybersecurity and thus could be easily used by other
organisation located outside the United States.
The Framework is a risk-based approach to address cybersecurity risk, and is composed of three
parts:
 the Framework Core is divided in five Functions, Identify, Protect, Detect, Respond and
Recover, covering both prevention and reaction. It described the desired outcomes in an
understandable manner, applicable to all kind of risk management. The Core then identifies
underlying key Categories and Subcategories for each Function and matches them with
example Informative References such as existing standards for each Subcategory.
 the Framework Implementation Tiers describe how an organisation’s cybersecurity risk
management is performing against the characteristics described in the framework. The tiers
are going from Tier 1 (Partial) to Adaptive (Tier 4)
 A Framework Profile is a representation of the outcomes that a particular organization has
selected from the Framework Categories and Subcategories. By developing a ‘Current’
Profile and a ‘Target’ Profile, organisations can establish a roadmap for reducing
cybersecurity risk

Figure 8: The five core functions of the NIST Cyber Security Framework31

31

NIST: Cybersecurity Framework. https://www.nist.gov/cyberframework (2014)
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Figure 9: The NIST Cyber Security Framework Tiers32

Evaluation and Governance
Currently, the U.S. National Institute of Standards and Technology (NIST) has no plan to develop a
certification or conformity assessment based on the framework.
Certification Process
There is no official certification or evaluation process, as the use of the framework voluntary. Still,
you can find a number of useful information on https://www.nist.gov/cyberframework/industryresources. They are describing several use cases of the implementation of NIST in specific industry.

4.4

Common Criteria

“The Common Criteria for Information Technology Security Evaluation (abbreviated as Common
Criteria or CC) is an international standard (ISO/IEC 15408) for computer security certification. It is
currently at version 3.1 revision 5. The standard comprises catalogues of functional requirements
(CC part 2) and assurance requirements (CC part 3), together with instructions on how to construct
security specifications (also called ‘Security Target’, see CC part 1) and conduct independent
security evaluations based on these requirements (CEM).
Common Criteria is a framework in which product users can specify their security functional and
assurance requirements using a Security Target, which itself may be based upon a certified
Protection Profile (PP). Testing laboratories (ITSEFs) can then evaluate the product against its
Security Target to determine whether it actually meets the functional and assurance claims. Common
Criteria provides assurance that the process of specification, implementation and evaluation of a
computer security product has been conducted in a rigorous, standard, and repeatable manner
Apart from stating the Security Functional Requirements of a class or products, a Protection Profile
or Security Target also defines the evaluation work units through the security assurance processes:


32

Security Assurance Requirements (SARs) are descriptions of evaluation work related to the
product development environment and actual security features and/or evaluation of the
product to assure compliance with the claimed security functionality. For example, an
evaluation may require that design documents are kept in a change management system,
that full functional testing is performed by the developer of the product, or that penetrating
testing is performed by the testing laboratory in order to verify that a certain level of
vulnerability analysis is reached.

NIST: Cybersecurity Framework. https://www.nist.gov/cyberframework (2014)
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The Evaluation Assurance Level (EAL) is a numerical rating describing the depth and rigor
of an evaluation. Each EAL corresponds to a package of security assurance requirements
(SARs, see above) which covers the complete development of a product, with a given level
of strictness. Common Criteria lists seven levels, with EAL 1 being the most basic (and
therefore cheapest to implement and evaluate) and EAL 7 being the most stringent (and
most expensive). Higher EALs always includes all the evaluation work defined for the lower
ones. Higher EALs do not necessarily imply ‘better security’, they only mean that the
claimed security assurance of the target of evaluation (TOE) has been more extensively
verified. However, for lower EALs the bar to pass vulnerability analysis is lower. A specific
scale defines the level of the vulnerability analysis depth: from VAN.1 (basic attack
potential, script kiddies) to VAN.5 (high attack potential). Therefore, in practice there is a
correlation. EALs may be augmented with additional assurance activities from Part 3 of the
CC, resulting in a EAL level such as EAL4+

Evaluation and Governance
The Common Criteria Recognition Arrangement (CCRA) is an arrangement between participating
evaluation schemes and other interested organisations. The participating schemes ensure that
products are evaluated by competent and independent licensed laboratories to common standards,
so as to determine the fulfilment of particular security properties, to a certain extent of assurance.
The resulting certificates may then be recognised by all the signatories of the CCRA.
Note that certificate recognition means that CCRA participants recognise that the evaluation scheme
in the certificate authorising nation correctly performed all of the activities involved in CC and CCRA
processes. This does not imply that the certified IT product meets the security requirements of
another CCRA participant nation. To help achieve the latter purpose, collaborative Protection Profiles
(cPP) are developed by International Technical Communities consisting of vendors, test laboratories,
CCRA nations, and academia. cPPs are developed with strong engagement and endorsement of all
CCRA participant nations.
Within the CCRA, all evaluations using a cPP are mutually recognised. This may include
augmentation with flaw remediation. In some specific cases a cPP can reach Evaluation Assurance
Level EAL4, see below for an explanation of the concept of the EAL. Evaluations that are not based
on a cPP are recognised up to EAL2.
In parallel with the CCRA, the European countries within the former ITSEC scheme recognise higher
EALs under the so-called SOG-IS European Mutual Recognition Agreement (SOG-IS MRA). The
SOG-IS MRA covers two technical domains: Smartcards and Similar Devices and Hardware Devices
with Security Boxes for which evaluation are recognised up to EAL7. Evaluation outside of those
technical domains are recognised up to EAL4.
The overall governance of the Common Criteria scheme is similar under both agreements.
Certificates can be independently issued by any of the Certificate Authorizing Schemes. Each of
these Schemes has recognized a number of evaluation laboratories, which carry out the actual
product evaluations. The status of Certificate Authorizing Scheme is obtained via a peer review
process by means of so-called CB audits. SOG-IS CB audits require further verification than the CB
audits performed in CCRA, with a strong focus on technical expertise of both the CB personnel and
the CB’s licensed labs.
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Certification Process
The evaluation serves to validate claims made about a product. To be of practical use, the evaluation
must verify the product's security features. This is done as follows:
1. A Protection Profile may be created by a user community, which identifies security
requirements for a class of products (for example, smart cards used to provide digital
signatures or network firewalls).
a. a. Security Functional Requirements are taken (and adapted) from Part 2 of the
Common Criteria standard (ISO/IEC 15408).
b. b. Security Assurance Requirements are taken (and adapted) from Part 3 of the
Common Criteria standard (ISO/IEC 15408).
2. The Protection Profile is certified by an independent test laboratory to make sure that it
complies with all applicable CC requirements.
3. A product vendor chooses to create a product complying with one or more PPs and writes a
Security Target explaining how the security requirements in these PPs are met by the
product. If a PP does not exist for the product type the vendor may prepare their own
Security Target directly
4. A recognized evaluation laboratory selected by the vendor evaluates the product (Target of
Evaluation, ToE) against the Security Target to make sure that the functional and
assurance claims made by the vendor in the ST are actually valid. Its results are
documented in an Evaluation Technical Report (ETR).
5. Based on the evaluation report, the Certificate Authorizing Scheme that has licensed the
laboratory validates the ETR and may issue a Common Criteria certificate for the product.

Note that Common Criteria describes the set of general actions the evaluator is to carry out.
Supporting documentation (https://www.commoncriteriaportal.org/files/operatingprocedures/200609-003.pdf) can be defined to describe how the criteria and evaluation methods are applied when
evaluating specific technologies. They help harmonising CB approaches by replacing multiple
individual interpretations, and hence provide clarity for developers, evaluators, and certifiers. Their
relevance and use for particular technologies is approved by the respective Management Committee
(SOG-IS and/or CCRA) following submission of a suitable rationale. There are two classes of CC
supporting documentation:


Those that are termed 'Mandatory Supporting Documents' have to be applied when
evaluating a product involving the particular technology. If the documentation is not applied,
the certificate will not benefit from mutual recognition.
 Those that are termed 'Guidance Supporting Documents' contain more general advice and
best practices
Currently most of technical CCRA supporting documents have been provided to the CCRA
community by the SOG-IS after a period of trial use.
SOG-IS
supporting
documents
are
available
at
http://www.sogisportal.eu/uk/supporting_doc_en.html.
Examples of this include:
 The SOG-IS Agreed Cryptographic Mechanisms which list agreed cryptographic
mechanisms, in particular with regard to their security strength.
 The SOG-IS Joint Interpretation Working Group (JWIG) Minimum Site Requirements, which
defines a set of minimum requirements for the security of the site where a smartcards and
similar devices t is developed. These requirements are applicable from EAL3 upwards, but
especially for EAL4+ and higher. They are mandatory for Common Criteria evaluations of
smartcards and similar devices, including related software development, but can be verified
during any type of Common Criteria evaluation
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Practice
A typical evaluation can take anywhere from six to fourteen months. Consequently, evaluation is
costly; the exact amount depends on the complexity of the product, the security maturity of the
developer and the desired Evaluation Assurance Level. In practice, higher EALs do not necessarily
lead to longer evaluations, and the overall maturity of the ecosystem is a much stronger factor. In
particular, Protection Profiles and supporting documents agreed upon by a community (on the model
of the JIWG) contribute to more relevant evaluation methods and shorter lead time.
The maturity of the developer is also a key factor with regard to the throughput time of the evaluation:
in case of failure of a work unit, the developer is allowed to make corrections and resubmit the
product to the evaluator, and CC does not limit the number of fixes made during an evaluation.
Evaluations can therefore be impacted by delays due to product being insufficiently fixed, or delays
in fixing the product.
Note that all previous indications only cover evaluations of a specific TOE against an existing
Protection Profile or using no Protection Profile. In case a new Protection Profile is necessary, the
process of certification of such a PP generally last less than three months.
CCRA
The CCRA covers mutual recognition between evaluation schemes for evaluations up to EAL1-2; in
some specific cases cPP evaluation could reach EAL4
.
A list of Certificate Authorizing Schemes under the CCRA can be found at
http://www.commoncriteriaportal.org/ccra/schemes/; it lists 17 nations. An additional 10 countries
are listed as Certificate Consuming Members, meaning they accept Common Criteria certificates but
do not issue them.
A list of certified Protection Profiles can be found at http://www.commoncriteriaportal.org/pps/.
Currently over 130 PPs are listed, 6 of which are cPPs (at the moment no cPP are fully recognised).A
list of licensed laboratories can be found at http://www.commoncriteriaportal.org/labs/; it lists 69 labs.
However, there is some overlap in this list, as some laboratories are licensed under multiple
Authorizing Schemes.
A list of certified products can be found at
https://www.commoncriteriaportal.org/rss/certified_products.xml. As of March 2017, the list
contained over 2800 products.
SOG-IS MRA
The number of European countries participating in the SOG-IS MRA is 10. Each of these countries
has licensed a number of IT Security Evaluation Facilities (ITSEFs) that carry out the actual
evaluations. An ITSEF may be qualified for ‘All Products’ on EAL 1-4, for ‘Smartcards and similar
devices’ on EAL1-7, and/or for ‘Hardware Devices with Security Boxes’ on EAL1-7. The full list of
ITSEFs can be found at http://www.sogis.org/uk/status_participant_en.html.
Common Criteria is often used as the basis for a government-driven certification scheme, and
typically evaluations are conducted for the use of government agencies and critical infrastructure.
Certification may also address other contractual objectives that sometimes are defined by the private
sector. Sometimes software vendors or industrials use the certification process to differentiate their
product from the competition.” 33

33

STATE OF THE ART SYLLABUS Overview of existing Cybersecurity standards and certification schemes
v2 https://ecs-org.eu/documents/publications/5a31129ea8e97.pdf
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4.5

CIS Critical Security Controls

The CIS Critical Security Controls is a list of 20 controls, each subdivided in several sub-controls.
They are maintained and published by The Center for Internet Security (CIS)34 (a US-based nonprofit organisation). The implementation of these controls could help an organisation to be more
resilient against cybersecurity attacks.
The list is prioritised, beginning with the controls that an organisation should implement first and
divided between three categories, “basic”, “foundational” and “organizational”. Every control, quite
generic, consists of several ‘sub-controls’, which are concrete actions an organisation can take. The
reasons for each control are explained, and procedures and tools that can help implementing the
control are described.

Figure 10: Three levels of controls of the CIS2035

Evaluation and Governance.
There is no official evaluation scheme for the CIS Controls. The CIS published regular updates of
the list. The total number of controls is always 20, older controls disappearing to be replaced by new
one. Their priority may change, according the cybersecurity landscape and the ever-evolving threats.
Even without a certification, these “simple” but effective controls help organization in bolstering their
defences against cyber-attacks.

34
35

Center for Internet Security https://www.cisecurity.org/
CIS: CIS Controls V7.1 https://www.cisecurity.org/controls/ (2019)
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Certification Process
The center of Internet Security does not have any certification process. To aid organisations in
implementing the CIS Controls, the CIS maintains mappings, use cases, measurement tools and
other documentation on its website.

4.6

Industrial Internet of Things Security Framework

The Industrial Internet of Things Security Framework (IISF)36 has been developed by the Industrial
Internet Consortium (IIC), with the implication of members from over twenty-five organizations
coming from large and small companies, public sector and academia. It is a common security
framework and an approach to assess cybersecurity in industrial IoT (IIoT).
The framework is divided in three parts, part 1 described the key systems characteristics (security,
safety, reliability, resilience and privacy), how they should be assured together to create a trustworthy
system and what make an IIOT system different. Part 2 reviews the security assessment for
organizations, architectures and technologies. Part 3 deals with the functional and implementation
viewpoints of the Industrial Internet of Things Reference Architecture (IIRA).
Evaluation and Governance
IISF doesn’t have an evaluation scheme but the IIC proposes five testbeds for the following sectors:
Energy, Healthcare, Manufacturing, Smart cities and Transportation. The testbeds can be used for
developing new applications or products for IIoT and rigorously tested before they reach the market.
Security testing is a huge part of these evaluations and provides a feedback who is then included in
the IISF, improving the framework.
Certification Process
In order to access the testbeds, a proposal must be sent the IIC for evaluation. In order to be
accepted, a successful proposal needs the following elements:
 Provides rigorous, transparent, and replicable testing of new technologies.
 Applies new technologies to create new products & services.
 Shows how new technologies can be usefully deployed.
 Fuels R&D ideas and opportunities.
 Generates an appreciable and measurable impact on new and existing markets.
Once approved, requests for potential partners are posted in the members area of the IIC.

4.7

CSA Security Trust Assurance and Risk (STAR)

The Star program is centered around three key areas, the principle of transparency, a rigorous
auditing and the harmonization of standards. Companies using the STAR program send a clear
signal that they are following the best practices and implementing security in their cloud services37
The program is driven by the CSA, promoting the use of best practices for providing security
assurance within Cloud Computing, and providing education on the uses of Cloud Computing.
One of the major tools provided by STAR is the Cloud Controls Matrix (CCM), a cybersecurity control
framework for cloud computing. It is a list of requirements for security assurance in the cloud,
designed to strengthen information security control environments for service provider and consumer.
It helps reduce an audit complexity by mapping controls with several widely accepted security

36
37

Industrial Internet of Things Security Framework https://www.iiconsortium.org/IISF.htm
The STAR program https://cloudsecurityalliance.org/star/
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standards, other controls framework and regulations. The CCM provide an easy way to normalize
the cloud taxonomy, security measures and security expectations.
It is composed of 133 controls, structured in 16 domains (incident management, incident reporting,
datacentre security asset management…) covering the essential aspects of cloud technology.
Evaluation and Governance
The STAR program is an incremental and multi-layered certification scheme to cloud service
providers. There are three different levels of security assurance requirements as listed in the CCM.
The first level is a ‘self-assessment’ for organisations with a low/moderate risk profile, powered by
the Consensus Assessments Initiative Questionnaire (CAIQ), a set of more than 140 questions
based on the CCM. The second and third levels are intended for organisations with increased risk
profiles, through third party assessment-based certification and continuous monitoring-based
certification respectively
Certification Process
As stated above, a STAR audit can be performed at different levels, depending on the requirements
of the CSP:
 Level 1 (self-assessment): Cloud providers submit either a completed, or a report
documenting compliance with Cloud Controls Matrix (CCM).
 Level 2 (attestation): A report is made by a third party, indicating if the CSP is compliant or
not with the CCM. This attestation does not have a validity in time, it just describes the state
of the CSP at the time of the assessment.
 Level 2 (certification): A CSP is certified after a third-party assessment on the CSP’s
compliance with the ISO/IEC 27001 information management system standard, the
certificate is valid for three years
 Level 3 (continuous monitoring): High-risk cloud stakeholders require certifications
schemes that provide high assurance and high transparency. To achieve this, an
application, provided as a Software as a Service (SaaS) called STARwatch helps
organisations manage compliance with CSA STAR requirements. STARWatch delivers the
content of the Cloud Controls Matrix (CCM) and Consensus Assessments Initiative
Questionnaire (CAIQ) in a database format.

Figure 11: STAR Open Certification Framework 38
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STAR Open Certification Framework https://cloudsecurityalliance.org/star/levels/
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4.8

ISKE

In need of an IT security standard, the Republic of Estonia starts the development of ISKE39 in 1998,
achieving a first version in 2003. Its utilisation for the public sector is mandatory since 2008. The
goal of ISKE40 to ensure a sufficient level of security for the data processed in the system. A sufficient
level of security is reached by the implementation of standard organizational, infrastructural and
technical measures. The standard proposes three levels of protection, Low, Medium or High. ISKE
is based the IT-Grundschutz standard developed by the Federal Office for Information Security of
Germany (BSI), described later in this section.
Evaluation and Governance
The administration of the scheme is organised and governed by the Administration System for the
State Information System (RIHA in Estonian). There is no certification process yet, only an obligation
to be audited for the public sectors. Every ministries, agencies or important databases handlers
connected to the state information system has to be audited according to a specific security level
depending of the criticality of the databases or registers. Low classification needs to be audited every
4 years, Medium classification needs to be audited every 3 years) and High classification needs to
be audited every 2 years.
Certification Process
There is no certification process developed by RIHA yet. A simplified view of the seven steps for the
audit process can be found below:
 “Mapping databases.
 Mapping information systems and other information assets.
 Identifying links between databases, information systems and other information assets.
 Identifying the required security class and level for databases.
 Identifying the required security class and level for information systems and other
information assets.
 Identifying the typical modules, which comply with information systems, and other
information assets.
 Identifying the required security measures for information systems and other information
assets.”41

4.9

IT Grundschutz

The Federal Office for Information Security or Bundesamt für Sicherheit in der
Informationstechnik (BSI) have developed the BSI Standards. They contain recommendation on
process, methods, procedures, approaches and measures regarding Information Security. They
are numbered from 01 to 0442, starting with the definition of an Information System up to the
Business Continuity management. We will take a closer look the BSI-Standard 100-2: ITGrundschutz Methodology and the BSI-Standard 100-3: Risk Analysis based on IT-Grundschutz

39

ISKE : IT-GRUNDSCHUTZ in ESTIONIA
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Veranstaltungen/Grundschutz/3GS_Tag_2010/ISK
E.pdf?__blob=publicationFile
40 Three-level IT Baseline Security System ISKE https://www.ria.ee/en/cyber-security/it-baseline-securitysystem-iske.html
41 Estonian Security System Overview https://www.ria.ee/sites/default/files/content-editors/ISKE/iske_eng.pdf
42 BSI-Standards https://www.bsi.bund.de/EN/Publications/BSIStandards/BSIStandards_node.html
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The IT-Grundschutz is a step-by-step methodology, based on the general requirement from
ISO/IEC27001. It describes how to security management can be set up and operated. Practical
security concepts are detailed in great lengths as how to select the proper security safeguards and
implement them.
The methodology is providing not only what needs to be done but also the how with very specific
information to achieve it. You will find below the systematic approach required to design the security
process according to the BSI (2008):







“Initiation of the security process
o Accepting of responsibility by the management.
o Designing and planning the security process.
o Creation of the policy for information security.
o Establishment of a suitable organisational structure for information security
management.
o Provision of financial resources, personnel, and the necessary time.
o Integration of all employees in the security process.
Creation of a security concept
o Structure analysis.
o Determination of the protection requirements.
o Selection and adaptation of safeguards.
o Basic security check.
o Supplementary security analysis.
Implementation of the security concept.
Maintenance of information security during live operations and implementation of
continuous improvement process.”

The BSI-Standard 100-3 or BSI Catalogues provide also a risk-analysis method in order to deploy
the correct amount of efforts to resolve risks. It must be used in conjunction with the threat catalogue,
regularly updated.
The BSI Catalogues contain recommendations for standard security safeguards for typical business
processes, applications, and IT systems.
The Catalogs are divided in modules. Each of them contains a description of the applicable
components, approaches, and IT systems, as well as an overview of the threat scenario and the
recommended safeguards. The modules are grouped into the following catalogues according to the
IT-Grundschutz layer model described by BSI (2013):








“Layer 1 Generic aspects: covers the comprehensive security aspects equally applicable to
all or most of the information system. This particularly applies to comprehensive concepts
and the regulations derived from such.
Layer 2 Infrastructure: covers the physical, technical circumstances. In this layer, various
aspects of infrastructural security are merged
Layer 3 IT Systems: addresses the individual IT systems of an information system that may
have been divided into groups. This layer addresses security aspects both for clients,
servers, and stand-alone systems
Layer 4 Network: examines the networking aspects not directly related to specific IT
systems, but to the network connections and the communication
Layer 5 Applications: ultimately addresses the actual applications used on the information
system”

Evaluation and Governance
The implementation of IT-Grundschutz can be certified and the BSI has developed a certification
scheme also based on ISO/IEC27001. Unlike the original ISO/IEC 27001 certification, the
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“ITGrundschutz based” version not only covers the information security management system, but
also the detailed technical implementation.
Certification Process
In order to get an ISO 27001 certificate based on IT-Grundschutz, the audit performed by an external
auditor who is certified with the BSI. At the end of the audit, an audit report is produced and presented
to the certification department. It then decides if the certificate can be granted or not.
The auditors will audit the information security management system (ISMS) documents and verify if
they are indeed complete and correct via an on-site audit. This audit doesn’t stop at the simple
implementation of technical measures but will also verifies if the management is also involve and
takes its responsibilities
The process of fully implementing IT-Grundschutz can be quite long, it can be divided in two
preliminary stages, the initiation stage and the expansion stage. The auditors can already certify
certain subsets of the safeguards defined in the catalogues have been implemented.
An ISO/IEC 27001 certificate is issued for three years. A brief auditing visit is made once a year to
ensure the level of security is being maintained.

4.10 ISO-SAE 21434 & SAE J3061
Both the ISO-SAE AWI 21434 and the SAE J3061 standards describe the process of cybersecurity
engineering. The ISO-SAE AWI 21434 focus on the cybersecurity risk management for ground
vehicles and the SAEJ3061 on cyber-physical vehicle systems. Those frameworks are similar to the
already existing ISO 26262 standard (functional safety management).
ISO-SAE AWI 21434 Road vehicles – Cybersecurity engineering
ISO-SAE AWI 21434 is still a work in progress, with a planned publication in summer 2020. The aim
of this document is to standardise the cybersecurity engineering process. It will specify requirements
for cybersecurity risk management for road vehicles, their components and interfaces, throughout
engineering (e.g. concept, design, development), production, operation, maintenance, and
decommissioning) as described by A.Barber (2018).
“A framework is defined that includes requirements for a cybersecurity process and a common
language for communicating and managing cybersecurity risk among stakeholders. This document
is applicable to road vehicles that include electrical and electronic (E/E) systems, their interfaces and
their communications. This document does not prescribe specific technology or solutions related to
cybersecurity. It is planned that the J3061 will be retrieved after publication of this standard”43.
SAE J3061 – Security Guidebook for Cyber-Physical Vehicle Systems
The SAE J3061 elaborated a process framework for a security lifecycle for cyber-physical vehicle
system. It provides high-level guidance and information on best practice, tools and methods related
to cybersecurity, which can be adapted to existing development processes in an organization. It
builds on many existing works on security engineering and secure system development
methodologies and has a strong relation to the automotive system functional safety standard ISO
26262 as stated by C.Schmitter & all (2018).

ISO-SAE 21434 Road vehicles – Cybersecurity Engineering General Overview
https://wiki.unece.org/download/attachments/44269802/TFCS-05-12%20%28OICACLEPA%29%20Overview%20on%20ISO-SAE%20activities%20regarding%20Cyber%20Security.pdf?api=v2
43UNECE
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The framework of SAE J3061 considers the entire lifecycle of the development of Cybersecurity
related products from concept phase through production and operation. The product development
follows the V-Model and is segmented in system-, hardware-, and software-levels. The security
lifecycle management activities should include overall needed aspects as a security culture and not
only be focused on technical aspect.
Evaluation and Governance
The ISO-SAE AWI 21434 not yet published. The SAE J3061 is a only a guidebook summarising
activities for the engineering process.
Process
N/A

4.11 ISO 27034
ISO/IEC 27034 proposes a model to facilitate the integration of security in application lifecycle. It is
designed for internal or external development. The standard offers guidance to those involved in the
specification, design, programming and procurement of application systems and helps to achieve
the desired or necessary level of security.
ISO 27034 consists of six parts44, some of which are still drafts:








Part 1: Overview and concepts – published 2011.
Part 2: Organisation normative framework – published 2015.
Part 3: Application security management process – expected publication May 2017.
Part 4: Application security validation – expected publication 2019.
Part 5: Protocols and application security control data structure - expected
publication May 2017.
Part 5-1: Protocols and application security control data structure – XML schemas –
under development.
Part 6: Case studies – published 2016 (informative).

ISO/IEC 27034 allows any professionals involve in application development to know what and when
Application Security Controls should be applied, how to integrate Application Security Controls in
their activities and how meet the requirements of the Application Security Controls associated
measurements. One of the key principle of the standards is that if you use the same code across
multiple applications or systems, it is worth to heavily invest in the specification, design and testing
phase: “Do it properly, do it once, and reuse it”
It can also provide auditors with the tooling needed to evaluate the security of an application. The
standard support them via a process, a methodology and multiples controls, making audits results
repeatable and generating enough evidence to demonstrate that the application as reached the
desired level of security and trust.

44

STATE OF THE ART SYLLABUS Overview of existing Cybersecurity standards and certification schemes
v2 https://ecs-org.eu/documents/publications/5a31129ea8e97.pdf
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Evaluation and Governance
It does not seem currently possible (yet) to be evaluated by an independent certification body against
ISO 27034 specifically. Despite of this, several companies have issued self-declarations for
conformance against ISO 27034-1.
Process
See section 4.2 on the certification process for ISO 27001.

4.12 IEC 62443
“The ISA/IEC 62443 standard is an international standard for security of the industrial automation
and control systems in the operational technology domain. The standard was initiated by the
International Society of Automation (ISA) and is carried worldwide and being further developed by
the IEC. The standard applies to all types of plants, facilities and systems in all industries, including:
 Hardware and software systems such as Distributed Control Systems (DCS),
Programmable Logic Controllers (PLC) and Supervisory Control and Data Acquisition
(SCADA) systems.
 Associated interfaces, APIs or HMIs used to provide control, safety and manufacturing
operations.
 Continuous, batch and discrete processing systems”45
It covers the whole security problematic via different norms or guides:
 Organisation
 Methodology
 System development
 Security profile

The ISA/IEC 62433 standard consists in several parts, arranged in four groups, corresponding to the
primary focus and intended audience as described in the Ecso state of the Art (2017):




“General – This group includes parts that address topics that are common to the entire
series.
Policies and Procedures – Parts in this group focus on the policies and procedures
associated with IACS security.
System Requirements – The parts in this group address requirements at the system level.
Component Requirements – The fourth and final group includes elements that provide
information about the more specific and detailed requirements associated with the
development of IACS products.”

The overview in Figure 16 provides more information on the topic and current status of each part of
ISA/IEC 62443.

45

STATE OF THE ART SYLLABUS Overview of existing Cybersecurity standards and certification schemes
v2 https://ecs-org.eu/documents/publications/5a31129ea8e97.pdf
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Figure 12: Status of the various work products in the ISA/IEC 62443 46

As it can be seen, some of these standards are Technical Reports, which means they are not formal
standards and do not contain binding requirements.
Evaluation and Governance
“The IECEE is a multilateral certification system based on International Standards prepared by the
IEC. Its members use the principle of mutual recognition of test results to obtain certification or
approval at national levels around the world.
The IECEE has an active Task Force Cyber Security, which is working towards a unique approach
for conformity assessment to the IEC 62443 series. A guidance Operational Document has been
published to describe how the conformity assessment can be handled; this document can be found
at http://www.iecee.org/search/?q=62443. It shows that IECEE intends to have separate certification
processes for Processes, Products and Solutions, and for each offers two assessment scenarios:
 Scenario 1 – Capability Assessment: An assessment of a set of capabilities typically
described in a plan or set of policies / procedures.
 Scenario 2 – Application of Capabilities Assessment: Use of a Scenario 1 capability for a
specific product or solution.”
Process
“The applicant is responsible for both identifying the standards within the IEC 62443 series to be
utilised in their assessment and for selecting the specific security requirements from the identified
standards that are to be evaluated within the scope of the assessment. It is not required to select all
security requirements from the identified standard. The Applicant selects the specific requirements

46

Status of the various work products in the ISA/IEC 62443 https://www.isa.org/isa99/
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for which they are requesting to be assessed. In addition, the Applicant may be required to identify
the product(s) or solution to which the assessment applies.
As part of the submittal, the Applicant completes the applicable portions of a Test Report Form (TRF)
and additionally provides evidence in support of the capabilities that are intended to demonstrate
compliance to the selected requirement(s). Each selected IEC 62443 security requirement is
evaluated against the supporting evidence supplied by the applicant.”
ANSI/ISA 62443 is a series of standards, technical reports, and related information that defines
procedures for implementing secure Industrial Automation and Control Systems (IACS)
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Chapter 5

Comparison

and

analysis

of

SME’s

Cybersecurity Initiatives
It is critical to protect our SMEs because they are known to play a key role in the worldwide economy.
In European countries, they employ two thirds of the workforce and generate about 60% of the total
added value47. Moreover, SMEs are a lot more fragile than bigger companies. Although the impact
is lower in absolute value as shown in Figure 17, it is very high when compared to their revenues
and it will also have a higher detection time, meaning a higher impact. According to J.Leclair, in case
of attack, most SMEs will not get a second chance: about 60% of companies go out of business
within six months after an attack

Figure 13: Financial impact of cyber breaches according to detection time48

Public authorities have also identified the need to help and even to force SMEs to become more
mature in the way they address cyber security threats. At European level, many organisations such
as ENISA, SME Alliance, the European Commission, and European Cybersecurity Organisation
(ECSO) are active in this area. At national or even regional scale, the need to support SMEs to face
cyber security challenges has given birth to several initiatives aiming at defining and deploying
specific labelling schemes. Those are usually operated by a network of third-party expert companies,
supported by specific public funding that are also setting up the rules to operate in such a network.
For example, the Cyber Essentials is supported by cyber security vouchers in United Kingdom49. Of
course, such a work should not be done in isolation as stressed by Digital Europe50. It should be as
much as possible aligned with strategic directions defined at the European level or in international
standards. It should also learn from similar on-going work carried out in other countries
According to the European SME Definition (2015), three criteria are taken into account:
 The staff headcount;
 The annual turnover;
 The annual balance sheet total;

47

Annual Report on European SMEs 2014 / 2015 https://publications.europa.eu/en/publication-detail//publication/7c9fbfe0-e044-11e5-8fea-01aa75ed71a1
48 Kaspersky Lab: Measuring Financial Impact of IT Security on Businesses (2016)
49 UKGovernment:CyberEssentials.https://www.cyberaware.gov.uk/cyberessentials(2016)
50 Alex Whalen: Digital europe’s views on cybersecurity certification and
labellingschemes.http://bit.ly/2m3dyLV(2017)
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The category of micro, small and medium-sized enterprises consists of enterprises which:
 employ fewer than 250 persons; and
 have either an annual turnover not exceeding EUR 50 million or an annual balance
sheet total not exceeding EUR 43 million

Figure 14: Three criteria51




Micro-enterprises are defined as enterprises that employ fewer than 10 persons and
whose annual turnover or annual balance sheet total does not exceed EUR 2 million.
Small enterprises are defined as enterprises that employ fewer than 50 persons and
whose annual turnover or annual balance sheet total does not exceed EUR 10 million.
Medium-sized enterprises are defined as enterprises that employ fewer than 250 persons
and either have an annual turnover that does not exceed EUR 50 million, or an annual
balance sheet not exceeding EUR 43 million.

51

SME Definition - user guide 2015
https://ec.europa.eu/docsroom/documents/15582/attachments/1/translations
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Figure 15: Three sizes of enterprises52

5.1

Selection of the SME’s Cybersecurity Initiatives

Several European countries already possessed or are working on a dedicated solution for the
cybersecurity of their SME’s and their certification. We have chosen to present four of them in this
document in order to give a broad overview of the existing initiatives. This is obviously a small sample
and there are still many others schemes to consider. There is not yet a representation from Eastern
Europe but some countries, like Poland with their PPHS cybersecurity standard, have projects
ongoing.
We will present the schemes emanating from the following countries:
United Kingdom and Cyber Essentials:
This scheme is very successful in the UK and widely adopted by the companies, it is currently under
modification after more than five years of exploitation.
Italy and their national framework:
Since 2015, they have developed a complete framework based on NIST for their critical
infrastructures but also their companies, including the SMEs, providing them with a holistic solution.
Belgium with Keep It Secure and Cyberfundamentals
We (CETIC) have created Keep It Secure (KIS) with the Walloon region (ADN) and participated in
the elaboration in the Cyberfundamentals. The last one should include a certification component,
missing otherwise in Belgium for SME’s
Finland and FINCSC
This is a recent scheme dedicated toward SME’s and allowing companies to become official
assessment bodies in order to spread FINCSC.

52

SME Definition - user guide 2015
https://ec.europa.eu/docsroom/documents/15582/attachments/1/translations
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5.2

United Kingdom

Cyber Essentials is a UK government scheme launched in 2014 to encourage organisations to adopt
good practices in information security. It includes an assurance framework and a simple set of
security controls to protect information from threats coming from the Internet. It was developed in
collaboration with industry organisations combining expertise in Information Security (ISF), SMEs
(IASME) and standardisation (BSI).
There are five main controls, respectively covering: boundary firewalls/internet gateways, secure
configuration, access control, malware protection and patch management.
Cyber Essential is organised in two levels of certification which must be renewed yearly. The first
level is a basic level based on a self-assessment, which is independently verified.
The” Plus” level provides higher assurance through certifying the external testing of the
organisation’s cyber security. Certifying bodies are licensed (either for the basic or both levels) by
five Accreditation Bodies which are currently appointed by UK government. The certifying bodies
must demonstrate appropriate levels of quality assurance processes, security controls, and security
assessment methodologies. They must also sign a code of conduct and provide technical competent
and qualified staff to be mandated. In order to support SMEs in adhering to the approach, the UK
government has deployed a specific voucher scheme including coaching, documentation and
certification.
It was quite successful: more than 2000 Cyber Essentials and Cyber Essentials Plus certifications
have been issued since the launch. Once certified, the SME can also advertise about the fact it takes
cyber security seriously boosting its reputation and providing a competitive selling point.

5.2.1

Cyber Essentials

There are five main controls, respectively covering: boundary firewalls/internet gateways, secure
configuration, access control, malware protection and patch management.
Cyber Essential is organised in two levels of certification, which must be renewed yearly. The first
level is a basic level based on a self-assessment, which is independently verified.
The second” Plus” level provides higher assurance through certifying the external testing of the
organisation’s cyber security. Certifying bodies are licensed (for either the basic or both levels) by
five Accreditation Bodies which are currently appointed by UK government. The certifying bodies
must demonstrate appropriate levels of quality assurance processes, security controls, and security
assessment methodologies. They must also sign a code of conduct and provide technical competent
and qualified staff to be mandated. In order to support SMEs in adhering to the approach, the UK
government has deployed a specific voucher scheme including coaching, documentation and
certification.
It was quite successful: more than 30.000 Cyber Essentials and Cyber Essentials Plus certifications
have been issued by over 200 Certification Bodies since the launch53. Once certified, the SME can

53

Cyber essentials https://www.cyberessentials.ncsc.gov.uk/blog-post/the-bare-essentials
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also advertise about the fact it takes cyber security seriously boosting its reputation and providing a
competitive selling point.
The scheme is constantly evolving but after consultations with several organisations and individuals,
they will make several large modifications starting after Mars 2020.
Here some of some of the changes:




5.3
5.3.1

Introducing a minimum criteria for certification bodies and assessors
Registered certification marks
Continuous collaboration and improvement
o Introduction of advisory services
o Measuring benefit
o Feedback on controls
o Levels of confidence
o Scope of certification
o Automation

Italy
National Cyber Security Framework

In times of ever-increasing dependence on digital solutions in an increasingly interconnected world,
it has become apparent that society has become more vulnerable. The current technological
revolution and its global effects imply the need in Italy and elsewhere to tackle common opportunities
and challenges through a systemic approach that must include public institutions, companies,
academia and individual citizens.
A common, general challenge when it comes to cybersecurity is creating a clear legal framework
and institutional architecture, to identify all entities responsible for cybersecurity issues. Italy made
tremendous advances in creating a cybersecurity ecosystem and a new cybersecurity
governance/strategy in the belief that a transparent and protected environment can contribute to
creating a positive business environment favourable to the birth and development of new companies
and investments in innovation.
This last point, innovation is key to the development of a healthy cyber-economy. New investments
play a key role in activating a cyber-ecosystem, allowing research worldwide to be transformed into
business opportunities. In general, a set of organic actions is needed to strengthen existing skills,
intercept new talent and create new career paths needed to meet the technological challenges posed
by cybersecurity and to improve the relationships between academia and private companies.
Joint efforts of all cybersecurity players must aim to build strong and resilient capabilities, particularly
in specific sectors of cyberspace.
Priority areas to develop cybersecurity know-how are connected to defence and national security
issues, critical networks providing essential services to end users and the protection of national
businesses.
When it comes to ICT, cybersecurity is also fundamental to the protection of citizen rights. We live
in an era where state surveillance powers are expanded, where global internet giants collect and
record data on our behaviour, holding a knowledge of our most intimate beliefs and conduct, which
can allow others to manipulate (such as in the case of the well- known “fake news” phenomenon)
and intimidate us.
Cybersecurity is growingly focusing also on the financial sector, in which cyber attacks pursue three
specific goals: organize large-scale theft of financial data, temporary impairment of banking and
insurance services, and violation of the integrity of data present within the banking system.
Italian companies are end-users of sophisticated solutions for cyber-protection, and at the same
time, producers and exporters of advanced technologies, which position Italy among the most
important players in the world cyber market.

SPARTA D11.1

Public

Page 38 of 64

D11.1 – International and national cybersecurity certification initiatives

5.3.1.1

Italian Cybersecurity Architecture

In 2017 and 2018, Italy streamlined and strengthened its cybersecurity structure in order to boost its
cyber capabilities.
The Security Intelligence Department (DIS) is at the center of the Italian cybersecurity ecosystem’s
governance, acting as:
 Supporting body for the Prime Minister and the Inter-Ministerial Committee for the Security
of the Republic (CISR) on cyber issues


Chair of the Cybersecurity Management Board (NSC), an interagency and
intergovernmental operational body within the DIS tasked with cyber crisis prevention,
preparation and management (Fig. 12)
 European Point of Contact under the Network and Information Security (NIS) directive (Fig.
13)
The NSC is responsible for promoting Italy’s participation in cyber activities (such as Cyber Europe
organized by ENISA, the European Network and Information Security Agency) and other initiatives
aimed at increasing national cybersecurity. NSC also contributed to the creation of the National
Laboratory for Artificial Intelligence and Intelligent System and the Italian Industry Plan 4.0 Funding
Program launched by the Ministry of Economic Development.

Figure 16: Italian Cybersecurity Architecture
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Figure 17: European Points of Contact under the NIS directive

5.3.1.1.1 The Italian Strategy
The Italian strategy provides guidelines for collaboration among both private and public stakeholders,
as well as with academia and research. These guidelines aim to:
 Strengthen Italian critical infrastructures and other strategic players’ defence capabilities;
 Improve cyber actors’ technological, operational, and analytic capabilities;
 Boost public-private cooperation;
 Foster cybersecurity culture;
 Support international cooperation.

5.3.1.1.2 Cybersecurity Promotion
The Italian national strategy for cybersecurity promotes the integration and a synergistic
approach between cyber security companies with different expertise with two main objectives.
First, to develop new means and solutions at the national level to tackle cyber challenges.
Second, create national “champions” to be able to compete at the highest international level. In
this context, the Ministry of Foreign Affairs and International Cooperations together with other
competent institutions, facilitates the development of a cyber supply chain, promoting national
and international Business to Business (BtoB), Business to Government (BtoG), and
Government to Government (GtoG) cooperation agreements, and contributing to exporting
Italian capabilities and strategic know-how globally.
Italian Economic Diplomacy is involved in supporting cybersecurity companies that are
approaching foreign markets, thanks to the work of the wide network of Embassies and
Consulates around the world. Each year, the Steering Committee for international promotion of
Italian companies, co-chaired by the Minister of Foreign Affairs and International Cooperation
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and the Minister of Economic Development, sets Italy’s priorities for bilateral commercial
relations with other Countries. This activity includes the definition of target markets and export
sectors, the organization of training activities for entrepreneurs, facilitating financial support for
export strategies, monitoring opportunities in international markets and organizing dedicated
systemic missions to enter emerging and innovative markets abroad, including the cyber
security market.
The Ministry of Foreign Affairs and International Cooperation in cooperation with the Security
Intelligence Department and the Ministry of Defence, has organized systemic missions in
Washington, London, and many other relevant markets in order to foster the international
promotion of national companies specialized in cybersecurity related fields, such as fintech,
defence, energy and ICT.

5.3.1.1.3 The Ministry of Defence and the Italian Open Lab Experience
In the past few years, the Italian Government implemented specific initiatives to support
companies, in particular Small and Medium Enterprises (SMEs) and start-ups, in their
digitization and technological progress.
In 2019, the Ministry of Defence launched a program to support companies in the sectors of
innovation and cybersecurity. This initiative, called Italian Open Lab, represents a new model
of interaction between public institutions, private stakeholders and citizens. Its goal is to
achieve, through structured brainstorming sessions, an improvement in the business
environment to enable an increasing competitiveness of this sector in Italy and abroad.
Italian Open Lab seminars concern different subjects, such as network security and defence of
critical infrastructures, with particular attention to the promotion of Italian strategic know-how
and production capacity on cybersecurity.

5.3.1.1.4 The Italian Trade Agency and Cybersecurity
The Italian Trade Agency (ITA) is the Governmental agency that supports business
development of Italian companies abroad and promotes the attraction of foreign investments in
Italy. With a motivated and modern organization and a widespread network of overseas offices,
it provides information, assistance, consulting, promotion and training to Italian small and
medium-sized businesses. Using the most modern multi-channel promotion and
communication tools, it acts to assert the excellence of Made in Italy in the world.
ITA’s promotional strategy and activity for the cybersecurity sector have significantly increased
over the past few years as a result of a careful analysis and understanding that includes the
needs of the start-up world. ITA pays continuous attention to the evolution of this domain
(including Fintech and blockchain) in international markets and in specific sub-sectors; it
organized and participated in events in the USA and UK and is planning promotional actions in
the most developed countries when it comes to IT security.
Promotional initiatives include participation at major international events, invitation of foreign
delegations to Italy at specialized fairs and forums, and organization of workshops, seminars
and B2B initiatives in specific markets on particular topics identified by the ITA’s Innovation
Desks in London, Los Angeles, Mumbai, Singapore, Moscow and Paris. ITA regularly involves
Italian Universities, accelerators and incubators in selecting Italian start-ups with innovative
cybersecurity software and hardware solutions.

5.3.1.2

Research and Innovation

The Italian strategy on cybersecurity considers research a pillar for a reliable cyberspace.
Universities, research centres, innovative start-ups and other Italian players involved in the
development of cybersecurity technologies interact with public institutions and private companies to
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ensure the development of resilient capabilities and let Italy take a primary role as an attractive and
competitive player in cybersecurity.
Established in 1989 under the supervision of the Ministry for Education, University and Research,
CINI (National Interuniversity Consortium for Informatics) is a consortium of Italian universities that
involves 1,300+ professors of both Computer Science and Computer Engineering from 45 public
universities. It also supports joint research activities with universities, institutes of higher education,
research institutions, industries, and public administrations. Finally, CINI facilitates access and
participation in R&D projects, scientific activities and technology transfer.

5.3.1.2.1
The Italian Innovation Network
Italy has equipped itself with an efficient and functional innovation ecosystem in order to create and
manage an integrated research program on the main technological drivers and to develop services
and applications for businesses, institutions and citizens.
The Italian innovation network aims at seizing and exploiting the opportunities offered by digitization
and to ensure the country’s medium- and long- term competitiveness.
In order to support investments in digitization, the system integrates public and private subjects’
networks, which are functional and complementary, to experiment and test digital innovations for the
market: Competence Centers (CC), Digital Innovation Hubs (DIH) and National Technological
Clusters (TC).

5.3.1.2.2
Digital Innovation Hub
In line with the European strategy on industrial digitization, the Government promotes the Digital
Innovation Hub (DIH) network at the regional level as a gateway for companies to access digital
transformation. Its purpose is to set up competence centers, technology experts, suppliers,
end-users of technological solutions and investors to support the access of enterprises to the
EU market. DIHs are the contact point among companies, research institutions and both public
and private investors at regional level.

5.3.1.2.3
National Technology Clusters
To boost innovation processes and increase Country’s industrial competitiveness through a more
effective integration between national and regional policies on research and innovation, Italy has
promoted the development of 12 National Technology Cluster The clusters are formed by
companies, universities, research institutions, technology districts, start-up incubators and other
stakeholders in the field of innovation.
In the framework of the National Smart Strategy, according to EU guidelines, each Cluster is focused
on a specific technology field: aerospace, agrifood, green chemistry, intelligent factory, transport, life
sciences, technologies for living environments, technologies for smart communities, cultural
heritage, design, creativity and Made in Italy, sea economy and energy.
The aim of each Cluster is to develop represent structural collaboration platform for enterprises and
R&D entities that help enhance research and technology transfer to the business system.

5.3.1.2.4
Competence Center
The Competence Centers (CCs) are public-private partnership centres, vertically specialized in the
technological fields of industry 4.0 to facilitate technology transfer to Italian companies. The centers
offer training and support activities in the implementation of innovative projects, industrial research
and experimental development of new technologically advanced products and services.
Two of these Competence Centers are focused on wide-ranging cybersecurity:
 Cyber 4.0, the Competence Center of central Italy, is dedicated to data security and focused
on solutions for the strategic sectors of automotive, space and healthcare.
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Start 4.0 is the Competence Center for Security and Optimization of Strategic
Infrastructures, based in Genoa. This CC focuses on enabling technological application of
Industry 4.0 (IoT, blockchain, big data) in the field of security (security,safety and cyber),
on the application domains of infrastructures for transport (including ports), energy and
water and production systems.

5.3.1.3

Economic Trends

Implementing effective cybersecurity measures is particularly difficult today since cybercriminals are
becoming more experienced in their attacks. The number of cyber-crimes and targeted attacks are
rising rapidly, leading to a considerable growth in demand for services and security solutions.
Nevertheless, cybersecurity can also be an opportunity. There will be 1.5 million cybersecurity job
openings by 2019, and by 2025, the demand for cybersecurity professionals will increase to
approximately 6 million globally.54

5.4
5.4.1

Belgium
Cyber & SMEs

“Belgium can be considered an SME country par excellence, both in terms of employment as in
added value. SMEs account for 69,3% of total employment and 62,4% of added value (€134,1
billion). In total, SMEs generate 1.978.527 jobs.
Unfortunately, 1% of Belgium's annual gross national product (4,5 billion EUR) is lost due to
cybercrime. A computer virus blocks access to data or to the entire business process, the online
shop is no longer available due to the work of a hacker, or all credit card details of the customers
become public by an innocent click on a link, with many legal and trust problems as a result: Cyber
incidents can seriously harm companies.
The main known breaches are caused by phishing, malware, human error, theft or loss of data. The
intent is often vandalism, political, financial or ideological motives or damaging a competitor.
Cybercrime is not just a problem for large companies but affects increasingly SMEs, including selfemployed workers. According to the CCB, no less than 60% of SMEs are targeted by cyberattacks.
As a result, almost two out of three Belgian companies (65%) experienced economic losses in the
past two years due to Cybercrime. In 9% of the cases, this involved more than 10.000 EUR. A survey
conducted by UNIZO in 2017 showed that three out of ten entrepreneurs became victims of phishing
in the past year and one out of ten entrepreneurs was hacked.
Cybercrime not only causes damage but can also result in additional sanctions, for instance, where
the GDPR is applied. After all, this law obliges companies to better protect the data of individuals. A
leak of personal data can therefore lead to high fines.
Cybercrime and complex European legislation form an increasing challenge for the SME
environment. Unlike large organizations, most SMEs do not have their own cyber security teams
(CSIRTs). Cybercriminals who want to gain financial advantage or seek to damage companies tend
to target the smaller and less secured ones. Today, corporate security - with classic areas of activity
like fire protection, protection against burglary, theft, and sabotage - needs to be complemented by
the aspect of information security.
Comprehensive security measures involve know-how and considerable effort, leaving SMEs often
depend on measures taken by an external IT provider to ensure a solid level of security. However, it

54

Bure valley Group, 2019
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is often difficult for SMEs to evaluate which products and measures offer a higher level of security
or which are just not worth the cost.
In September 2017, UNIZO interviewed 475 entrepreneurs about cyber security. The majority (56%)
takes limited measures (firewall, antivirus, etc.). One-fifth uses external IT partners, but 10% of these
companies are not aware of the measures taken by the IT provider. Compared to 2016 this study
also noticed a decrease in the use of IT codes of conduct, such as clear agreements on the use of
social media, (mobile) devices, and passwords, which is a worrying evolution.
European directives, digital developments and challenges make information security a crucial issue
for all SMEs. After all, economic growth and prosperity are created by entrepreneurship in a secure
environment. Recently, the demand for support has become louder and louder, in order to improve
cyber security and to provide more clarity. Both companies and their suppliers are looking for
methods to support their efforts.
This trend can also be seen in other Member States, where some have already taken appropriate
initiatives. The United Kingdom issued a certification for SMEs in 2017. Around 30.000 selfassessments and certificates have since been used by the business community. The GDPR was the
main reason for the increase in applications. In Germany there is the VDS-certificate for SMEs, which
cooperates with insurance companies. Finland is currently also preparing their SME certification.
The above aspects have led a team of public-private actors in Belgium to explore a pathway to allow
Belgian SMEs to check, improve, and assess their information security status.”55

5.4.2

Keep IT Secure

In Belgium, the effort is currently structuring at the two levels depicted in the figure 19:

Figure 18: Cybersecurity process in Belgium

The regional level is responsible for the non-certifying audits which aims at ensuring SMEs have
identified key cybersecurity risks and have taken adequate measures to manage them. They are
helped in this task by validated cybersecurity experts. In Wallonia, the driving initiative is called "Keep
IT Secure" and is led by Digital Wallonia56. Expertise is validated by an advisory board, which checks
that experts master cybersecurity fundamentals and are able to conduct assessment and

55
56

CCB (internal report)
Digital Wallonia (2018). Keep IT Secure. https://www.digitalwallonia.be/keepitsecure.
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improvement activities with SMEs. A funding scheme is also available through specific cybersecurity
vouchers that will only support the intervention of validated experts.
The national level is concerned about providing certification based on a light certification scheme
inspired by ISO27K. It under development by Center for Cybersecurity Belgium, which is also
supporting awareness actions such as cybersecurity guide for SMEs.57
Keep IT Secured emerged after a long maturing period started in 2017 and involving
public authorities, research centres, a local cybersecurity cluster and end-user SMEs through
specific awareness-raising events. During our elaboration process, we have also been inspired by
other European initiatives as described by C.Ponsard.
Unlike other domains where posterior control is possible, the sensitive dimension of cybersecurity
requires ensuring, prior to any service, that service providers are qualified experts w.r.t their ability
to:
 identify and manage risks related to the various types of information held by the company
especially in the SME context
 implement adequate protection mechanisms for the various types of systems that contain
and manage information
the following key abilities are required and need to be checked:




general purpose expertise in cybersecurity and reference frameworks
ability to embrace all SME-specific cybersecurity issues
ability to carry out organisational and technical audits, according to a well-established
methodology that may be their own

The criteria are based on international standards and inspired by European labels. These include
the NIST Cybersecurity Framework, the 20 key criteria of the Center for Internet Security (CIS),
similar approaches undertaken in other countries (eg CyberEssentials in Great Britain). These
criteria cover the main steps of a cybersecurity risk management approach: identification - protection
- detection - response - recovery. The precise methodology is left to the discretion of the auditor but
to consider the 20 key criteria of the CIS. The criteria are also only significant in their
contextualisation in relation to the risks incurred. The capability to perform risk assessment is also
evaluated during the interview process based on case studies where basic risks and then more
complex risks are progressively injected
General Interview Process
The interviews are carried out individually, even if several experts from the same organisation are
reviewed. It is led by two specialists from the cybersecurity expert advice centre and lasts for a
maximum of two hours. After having welcomed and explained the KIS framework, the expert is asked
to give an overview of his professional training and experience. KIS does not impose a methodology
on the provider but checks the coverage of fundamentals that guarantee a good mastery of
cybersecurity within SMEs. To do this, a few concrete scenarios are presented and serve as support
for a dynamic discussion to evaluate the following aspects:




57

Identification of risks in relation to the context of the SME
Main strategies from prevention to recovery using NIST CSF at top level
Use of basic controls, based on a detailed checklist inspired from CIS20 but structured
around NIST CSF

CCB (2016). Cyber Security Guide for SME. http://www.ccb.belgium.be/en/guide-sme
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Checklist
The checklist is organised as a spreadsheet divided in seven main tabs. First an overview tab for
filling the administrative and evaluation information, then a help task explaining the global structure
and then five tabs corresponding to the five NIST CSF categories. Those tabs are easy to fill using
click control and have room for comments. While an assessor is asking a question, the other is filling
and checking to prepare more questions on issues that have not yet been covered by expressing
them in the scope of the supporting cases. An interesting way to use it is to upload it on a
collaborative platform so it can be filled collaboratively. So, the sheet can efficiently help to both drive
and control the interview and allow the interview to hop from a topic to another while keeping track
of everything. As an example, the Identify tab is depicted in Figure 2. Each tab is composed of a
main categories and then more detailed section with checks organised by levels: basic, intermediate
and advanced. As the interview progressed basic checks are first covered and the progressively
more complex ones, but the discussion can also go more quickly deeper in detail on some topics
and already cover intermediate and advanced topics. The coverage of all advanced topics is also
not mandatory and left to the interviewers.

Figure 19: Excerpt of the ”Identify” tab of the assessment spreadsheet

Supporting scenarios
Scenarios are not described in detail here for evident reasons but are composed of two main cases:
one very basic, focus on a SME with basic needs of IT infrastructure and one more specialised in
order to be able to ensure a wide coverage. Each case is explored with a raising level of threats.
The first case is typically inspired from a traditional domain with a limited IT support: basic network,
few workstations, configuration close to domestic use. It then develops the scope of the business
activities to increase its dependencies on information technology through on-line orders,
transactions, more complex networks, remote access, etc. A complementary case is also used to
explore more specific problems such as high availability and sensitive information, e.g. in health or
logistics.
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5.4.3

Cyber fundamentals

The Cyber Fundamentals Initiative aims to support SMEs to arm themselves - in a simple and costefficient way - against increasing cybercrime that threatens their turnover, profitability and reputation.
Moreover, through this initiative SME will be able to rely more correctly on their external ICT services,
to facilitate the implementation of the European regulations, and to keep and enhance the trust of
their customers.
This initiative is specifically designed for small and medium-sized companies and aims to ensure a
minimum level of security without overburdening the companies organizationally or financially. The
recommended measures can be implemented by the company's own specialized staff (IT
department or IT security responsible) or their IT professional or service company. The Cyber
Fundamentals make it possible to check whether a company has minimum protection against basic
threats from cyberspace (network, firewall, VPN access, mobile devices, web servers, e-mail &
password use, etc.).
The Cyber Fundamentals contain minimum requirements for the security of ICT, a series of basic
technical controls, relevant information on the organizational and technical implementation of
information security. These minimum requirements will help organizations to protect themselves
against common online security threats, but they also offer opportunities to gain consumer trust.
The aim is to support and encourage SMEs to raise their level of cyber security through a defined
path that CCB (2016). Cyber Security Guide for SME is fast, simple and cost-effective to implement.
In addition, it will make it easy for SMEs to check whether the cyber-measures they have already
applied are sufficient. The Cyber Fundamentals will help to address different compliance
requirements, such as the GDPR, but it will also help to reduce the risk of becoming a victim of the
most common cyberattacks.
While the CCB and Cyber Security Coalition have initiated the development of the Cyber
Fundamentals a huge coalition of professional and governmental organization joined forces all
centered around a common vision to make our SMEs cybersecure.
Principles
The Cyber Fundamentals aim to support SMEs in building achievable cyber security. It will contain
many basic components of the ISO 27001, albeit with an important focus on cyber security and a
specific focus on:.
Current and effective measures, which are generally accepted as minimum measures, an
average company can implement, within acceptable budgets, which can achieve the best
possible results, and are measurable.
The initiative will be phased, each corresponding to a maturity level with complementary and
incremental deliverables all on a voluntary basis.
Phase - 1 – “Self-Awareness”: development of a self-assessment questionnaire on measures
required to ensure protection against a wide variety of the most common cyberattacks. The selfassessment process is designed to be lightweight and easy to follow through several steps. This
questionnaire focuses on internet-connected devices (both company devices and personal devices)
which contains company data (both company information and operational information) and which
can be attacked with the help of widespread, easily accessible tools by attackers with limited or
average knowledge.
Phase - 2 - “Cyber Fundamentals Self-declaration”: Based on the priorities of the company and
at the pace they feel appropriate the identified defects, issues will be remediated through their
internal resources or by a cyber security or IT professional.
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Successful completion of this process, meaning remediation of the remaining issues, and a
cosignatory by a recognized cyber security professional will allow the company, on a voluntary basis,
to apply for a “Cyber Fundamentals label”. The voluntary list of “labeled” companies will be kept on
a website.
Optional Phase 3 (still ongoing discussion) – “Cyber Fundamentals Certification”: After
implementation of Phase 1, 2 and a positive assessment of the program a certification recognized
by the National accreditation body (BELAC) can be initiated.
The measures required will remain the same, but this time the verification will be carried out
independently by a certification body. The self-declaration will be validated by an onsite audit:
Technical requirements
In terms of content, the Cyber Fundamentals will include the following themes: password
management, the configuration of firewalls, account management and the presence of policies in
the event of incidents.
The initiative will take into account the Cyber Security Act, certification initiatives of Germany,
France, Great Britain and Finland.
On a yearly basis the content of the technical requirement will be reassessed.
SMEs can be sure - through the Cyber Fundamentals - that the right tools, processes and knowledge
have been applied to protect themselves and their customers' data from the most common
cyberattacks.
The Cyber Fundamentals program should be seen as supportive and encouraging. After all, a strong
SME playing field in Belgium in the field of cyber security guarantees a strong Belgian economy. A
measurable and recognizable way for SMEs to demonstrate their active engagement to making their
environment safe for their customers is necessary for the continuation of an even competition with
foreign companies.

5.5

Finland

The country published in November 2019 the updated version of their Cyber Security Strategy. This
an improvement from the 2013 version and is linked to the Security Strategy of the Society. That
strategy and its implementations are also part of the EU Cyber Security Strategy.
The goal is to support the development of accessible and reliable digital services and business
development. This is the beginning of the National Cyber Security Development Programme. A new
management coordination model supports the preparation of the development programme, taking
into account the planning and cooperation for cyber security for public administration and the
business community. The programme will improve the cyber security situation picture and integrate
planning with other activities, such as economic planning
The strategy is built on three strategic Guidelines 58 :


Development of international cooperation – protection of the cyber environment without
borders

Cyber Security Strategy 2019 https://turvallisuuskomitea.fi/wpcontent/uploads/2019/10/Kyberturvallisuusstrategia_A4_ENG_WEB_031019.pdf
58

SPARTA D11.1

Public

Page 48 of 64

D11.1 – International and national cybersecurity certification initiatives
o
o

“Finland strives to secure its cyber environment while enjoying active support
internationally and through EU cooperation
International cooperation is vital for Finland’s cyber security as it benefits Finland to
closely cooperate with international actors multilaterally, regionally and bilaterally.
This is true for cooperation and dialogue on both technical and political levels”



Better coordination of cyber security management - planning and preparedness
o “The overall state of national cyber security will improve through a development
programme and by promoting cooperation in planning and monitoring.
o So far, the implementation programmes of the 2013 cyber security strategy have
been based solely on proposals from actors committed to its development and the
partly sectoral work of the competent authorities. Effective cyber security planning
requires that the necessary financial resources and cooperation are considered with
sufficient precision in each administrative branch. This will be improved by a cyber
security development programme extending beyond government terms; this will
replace the earlier implementation programme. The programme will concretise
national cyber security policies and clarify the overall picture of cyber security
projects, research and development programmes.”



Development of cybersecurity competence- everyday skills and top skills as cyber security
safeguards
o “National cyber security competence will be ensured by identifying requirements
and strengthening education and research
o Finnish society needs cyber security competence both in public administration and
in the business community. National cyber security will be built in cooperation
among the authorities, the business community, organisations and citizens, when
everyone can contribute to our shared cyber security. Each individual is therefore an
important cyber security actor who can improve cyber security through his or her
actions on a daily basis and thus impact his or her own cyber security and that of
others. At the national level, it must be ensured that everyone has sufficient capacity
to operate safely in a digital environment.”

5.5.1

FINCSC

In order to support the implementation of the Finnish National Cyber Security Strategy, they have
developed a cost-effective certification mechanism for business of all sizes, the Finnish Cyber
Security Certificate or FINCSC, with the public and private sector actors. It is dedicated to ensure
the business continuity and a proper data protection for Finnish companies.
They are working on two main pillars:
First, the knowledge development where they are developing and improving the cyber security
knowledge and understanding in society and the requirement management in order to setup a
common criteria for organizations for managing cybersecurity.
During the certification process, the organization’s activities are evaluated against a fixed set of
criteria’s.
They are looking into the computing environment, the processes and practices but also how the
personnel is dealing with IT operations.
By example, they evaluate the followings parts:


Processes
o Policies and practices
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o Work instructions
Personnel
o Users
o Administrators
Technology
o Premises
o Storage units
o Data erasure solutions
Facilities
o End devices
o Intermediary devices
o Storage devices
o Software and applications
Out of scope
o Internet
o Service providers
o Public services

The mechanism is maintained by cyber security research, development and training center
JYVSECTEC depending from JAMK University. JYVSECTEC works in close cooperation with the
assessment bodies and advisory board. The advisory is composed from representatives coming
from the business side and the public administration
FINCSC provides three services for Finnish companies:
The FINCSC certification
It is based on an online self-assessment questionnaire and checks the adequacy of the
organization’s security controls and privacy practices. After completion, the questionnaire is
examined by the assessment body and if found satisfactory, the company is certified for 1 year.
The FINCSC PLUS certification
The “basic” certification is required to ask for the PLUS certification. On top of the questionnaire, the
company must prepare an on-site audit and collect concrete evidences. An external assessment
body will then organise the audit itself and performs physical inspections, personal interviews...
If the audit is successful, the company is then certified for a three-year period.
Becoming an assessment body
In order to deliver FINCSC certification, a valid FINSCSC certificate is required and the company will
need to demonstrate the organization’s qualifications to provide certification services. The process
includes multiple verifications and trainings. Authorization is applied separately for each certification
level.

5.6

Comparative analysis

Name

Type

Country

Organisa
tion

SME

Controls

Tools

Scheme

Maturity

Since

Cyber

Label

UK

Gov.

Yes

5 mains
areas

Online selfassessment

Accreditation
and
certification

2 levels

2013

Essentials
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Name

Type

Country

Organisa
tion

SME

Controls

Tools

Scheme

Maturity

Since

Italian
Framework

Frameework

Italy

CINI

Yes

Based on
CSF 11
guideline
s

Unknown

N/A

4 levels

2015

KIS

Label

Belgium

ADN

Yes

Based on
NIST +
CIS 20

Ongoing
development

Accreditation

1 level

2018

Cyber

Label

Belgium

CCB

Yes

Based on
ISO
27001

Ongoing
development

Accreditation
and
soon
certification

2 levels

2019

Certification

Finland

JYVSEC
TEC

Yes

Unknown

Selfassessment
questionnair
e

Accreditation
and
certification

2 levels

2019

fundament
als
FINCSC

Table 3: Comparison of SME-oriented approaches

The existence of multiple cybersecurity certification for SME initiatives in different European
counties shows that this is a topic of interest. After all companies employing fewer than 250 people
represented 99 % of all enterprises and 66.3% of total employment in the EU for 2015 according to
Eurostat. Helping SME to protect themselves sufficiently will clearly have an impact on limiting the
socio-economic consequences of cybersecurity attacks and will contribute to the general level of
protection of companies in the EU.
While SME are free to use the most relevant cybersecurity standards relevant to their activities,
they seldom have adequate means to protect themselves. For example, while they may have a
team of IT system administrators, they may not have dedicated cybersecurity experts. While this is
true in general for SME it is even more acute for very small businesses that occupy between 6 and
20 employees. This is why SME specific initiatives, that may rely on existing cybersecurity
standards, are needed to help SME understand the threats they are facing and how to address the
high impact cybersecurity risks.
The above comparison shows that the different European SME initiatives are all different and
complement each other. While a number of countries have started SME initiatives and others have
not, the latter could benefit from the experiences gained by countries that have already started. In
the context of the EU cybersecurity act and the cybersecurity certification framework, cybersecurity
certification for SME is clearly an area that would benefit from convergence at European level. A
European wide standard should be very progressive and voluntary to allow SME to improve their
protection levels at their pace and not view it as a burden. A flexible European wide certification
standard for SME would allow countries that have not yet taken SME initiatives to benefit from
experience in other countries.
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Chapter 6

Requirement

for

Sparta

research

programs
6.1

WP4 T-SHARK – Full-spectrum cybersecurity awareness

Cyber-threat evolution varies in scope, scale, duration, intensity, complexity, sophistication and
impact. Currently cybersecurity threat management is mostly organized as a reactive activity,
focusing on individual incident handling, driven by technology aspects, resulting in
limited abilities to spot on early stage new generation threats. The T-SHARK research program
aims to deal with evolving cybersecurity threats with a more comprehensive, wider spectrum,
prediction-based approach to threat management.
Initial discussions between T-SHARK and WP11 concluded that there were no planned activities
related to cybersecurity certification. However, many cybersecurity standards deal with incident
management such as ISO 27001 that defines controls for “Assessment of and decision on
information security events” (A.16.1.4) and “Response to information security incidents” (A.16.1.5).
In the context of the new EU cybersecurity act and the EU cybersecurity certification framework, it
is likely that standards that will be adopted in the framework will be updated. This should be viewed
as an opportunity to identify some standards relevant to SPARTA, i.e. the ones identified in this
deliverable, for which new controls related to full-spectrum cybersecurity awareness could be
defined.

6.2

WP5 CAPE –
environments

Continuous

assessment

in

polymorphous

Cybersecurity assessment is difficult due to the complexity of systems and their pace of change. The
CAPE research program aims to provide practical cybersecurity assessment tools to product and
service developers. Assessment is a key concept in many cybersecurity certification schemes. In
this section we examine the link between security engineering phases and the Common Criteria
certification process with the aim of understanding how assessment tools outputs from the CAPE
research program can be useful for certification evaluation.
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Figure 20: security engineering and Common Criteria certification process

The above figure shows the corresponding steps of the security engineering and certification
processes. The process descriptions are shown in parallel, in order to highlight the time
dependencies between the steps of a process, and between steps of different processes. The
security engineering process covers both software and hardware development; however, the focus
is on software development. The SPARTA assessment framework that is defined in the CAPE
research program covers the following phases of the software lifecycle:


the design phase covering requirements, architecture, design, development, unit testing,
integration testing, acceptance testing and deployment,



the operation phase when a system is running in its target environment



the end of life phase when the system is taken out of operation

The design life cycle is assumed to be iterative. The CAPE research program is developing tools for
assessing cybersecurity at the different steps of the security engineering process. The figure
suggests that some of the outputs of the assessment tools could be useful as input for the
corresponding step in the certification process. For example, once the security requirements for a
given system have been defined, they can already be evaluated with respect to the security target
or protection profile of the target of evaluation (ASE)" (more specifically the ASE REQ security
requirements of the Security Target evaluation class (ASE). So the general requirement from the
certification point of view on the CAPE research program is to understand how some of the
assessment tools may be extended to provide input to the corresponding certification phases. This
would allow to partially automate some of the certification evaluation tasks, such as evaluating if the
security requirements meet the requirements of the selected protection profile.
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6.3

WP6 HAII-T – High-assurance intelligent infrastructure toolkit

IoT-connected devices are transforming infrastructure and making it evolve towards a true
Intelligent Infrastructure. However, an intelligent and connected infrastructure must be protected
from vulnerability that enables attackers to steal or affect sensitive data or control devices
remotely. The HAII-T research program aims to consider security and resilience requirements in
future II systems from the outset rather than being an add-on.
Initial discussions between HAII-T and WP11 have identified interest in the topic although no
certification activities are currently planned. The future EU cybersecurity framework has identified
the area of IoT as a priority for identifying and preparing cybersecurity standards for the EU
cybersecurity certification framework. Intelligent infrastructures cover a large variety of
infrastructures with many existing standards, e.g. critical infrastructures. The work in HAII-T could
be used to recommend new security controls for high assurance intelligent infrastructures.

6.4

WP7 SAFAIR – Secure and reliable AI systems for citizen

With respect to AI based systems a major problem is that there is a lack of understanding of the
scope of cybersecurity issues and solutions in the light of new complex cyberattacks. Also, another
major problem is that there is a lack of understanding of the with regards to trust, fairness, legal
and social challenges as well as explainability aspects of AI systems.
The SAFAIR research program addresses these problems by ensuring trustworthiness of Artificial
Intelligence (AI) systems, including security, privacy and reliability.
Initial discussions between SAFAIR and WP11 concluded that no certification activities are
currently planned in SAFAIR. However, since AI technologies can be used both to attack and
defend systems, it would certainly be useful for the SAFAIR research program to review the
cybersecurity certification schemes identified in this deliverable and analyse if some cybersecurity
controls of these schemes should be revised to take into account new attack possibilities for
attackers that use AI technology, and new defense possibilities for defenders who use AI
technology.
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Chapter 7

Recommendation for the evolution of

cybersecurity certification
Certification in cybersecurity, no matter the field, is now more than ever a necessity in order to build
a safe and efficient cyber-world.
However, cybersecurity certifications need to be as much as possible an added value to products,
processes or services and not something who will create an entry barrier or distort competition.
It is also important not to forget the smaller actors such a SME’s in designing “monster” schemes,
necessitating large investment of time and money that will exclude smaller companies and can be a
hindrance even for larger companies
When developing a new certification scheme, it should tend to:






be more agile in the cybersecurity certification processes
get an incremental certification process
integrate cybersecurity certification process with security and privacy by design
implement a better integration of safety and security standards (OT vs IT → OT & IT)
cover continuous monitoring of cybersecurity

Small and medium enterprises
Speaking of SME’s, there is now a strong trend toward dedicated cybersecurity certification in
several Member States. It is now time that the European Union take a closer look at all these
schemes and initiatives and try to push a European SME’s certification. It can be the beginning of a
great cybersecurity journey for a company: to start with a scheme adapted for a SME, preparing it to
meet the broader requirement of a scheme issued for the EU Cyber Act.

Composability approach
“Until a few years ago, security certification only applied to a limited number of products and
processes. Schemes have been defined for each product or process category, which often became
more and more complex over time, together with the ecosystem’s own complexity.
Where a single evaluation initially applied to a complete device, it was first split into a hardware
evaluation and a software evaluation, performed by different stakeholders. As the complexity of
software kept growing, the software itself was separated into generic platforms and vertical
applications.
Similar splits now appear in many fields, as complexity grows. Cloud-based systems, IoT
deployments in factories or in cities, or even cars, are now so complex that a global certification can
only be achieved by assembling certifications of components. Composition is the generic name for
this assembly process.”59
It's’ becoming urgent to start looking at this issue. We are using more and more building blocks,
software and hardware, in order to create complex products. How to decide the security value of

European Cyber Security Certification Composability approach WG1 – Standardisation, certification,
labelling and supply chain management September 2019
59

SPARTA D11.1

Public

Page 55 of 64

D11.1 – International and national cybersecurity certification initiatives

each component’s certification? And the way schemes produce security evidence is not the same
so how can we compare them and their relative value?
This will be a growing field as we will certify more and more parts involved in complex products.
Some actors such as ECSO and their partners are already looking at this and we should follow
closely any new development.
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Chapter 8

Conclusion

This deliverable provides an overview of the European security certification landscape. We have
seen that, even if the certification landscape is heavily fragmented, measures are being taken in
order to create a common ground for the creation of future certification scheme in Europe. Current
priority areas for European wide certifications schemes are IOT, industrial systems, and Cloud
Computing.
A list of cybersecurity frameworks, best practices and standards is available I the annex. Some of
them have been presented I more detail because they could be useful to other SPARTA partners
looking for more information in security certification.
In terms of recommendations we have focused on the area of SME certification. Smaller
companies are also concerned by security certification. Several schemes and initiatives are
already existing in European member states. Elaborating a European wide scheme for SME could
be beneficial by understanding how these different initiatives complement each other. European
countries that do not have an SME cybersecurity certification initiative could then benefit from the
experience of the countries that have already started.
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Chapter 9

Annex:

Compilation

of

existing

standards60

Figure 21: Standards and frameworks for products and components

60

STATE OF THE ART SYLLABUS Overview of existing Cybersecurity standards and certification schemes
v2 https://ecs-org.eu/documents/publications/5a31129ea8e97.pdf
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Figure 22: Standards and frameworks for Cloud Service Providers

Figure 23: Standards and certifications for security professionals
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Figure 24: Standards and frameworks for Services providers and organisations
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Chapter 10 List of Abbreviations
Abbreviation

Translation

ADN

Agence Du Numérique

AI

Artificial intelligence

ANSI

Agence nationale de la sécurité des systèmes d'information

ASE

Security Target Evaluation

BSI

Federal Office for Information Security

BTOB

Business to Business

BtoG

Business to Government

GDPR

Government to Government

CAIQ

Consensus Assessments Initiative Questionnaire

CC

Common Criteria

CCB

Centre for Cyber security Belgium

CCM

Cloud Controls Matrix

CCRA

The Common Criteria Recognition Arrangement

CE

Conformité européenne

CEM

Common Methodology for InformationTechnology Security Evaluation

CIS

Center of Internet Security

CINI

National Interuniversity Consortium for Informatics

CISR

Ministerial Committee for the Security of the Republic

cPP

collaborative Protection Profiles

CSA

Cloud Security Alliance

CSIRT

Computer emergency response team

CSPCERT WG

European Cloud Service Provider Certification Working Group

DDOS

Distributed Denial of Service attack

DG CONNECT

Directorate-General
Technology

DIH

Digital Innovation Hub
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Abbreviation

Translation

DIS

Security Intelligence Department

EAL

Evaluation Assurance Level

ECCG

European Cybersecurity Certification Group

ECCS

European Cybersecurity Certification Schemes

ENISA

European Union Agency for Cybersecurity

EU

European Union

FINCSC

Finnish Cyber Security Certificate

GDPR

General Data Protection Regulation

GtoG

Government to Government

IACS

Industrial Automation and Control Systems

ICCF

IACS Cybersecurity Certification Framework

ICCS

IACS Cybersecurity Certification Schemes

ICT

Information and Communication Technology

IEC

International Electrotechnical Commission

IECEE

IEC System of Conformity Assessment Schemes for Electrotechnical
Equipment and Components

IIC

Industrial Internet Consortium

IIoT

Industrial IoT

IIRA

Industrial Internet of Things Reference Architecture

IISF

Industrial Internet of Things Security Framework

IOT

Internet of Things

ISA

International Standards on Auditing

ISMS

information security management system

ISO

International Organization for Standardization

IT

Information Technology

ITA

Italian Trade Agency

ITSEC

Information Technology Security Evaluation Criteria
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Abbreviation

Translation

ITSEFs

IT Security Evaluation Facility

JYVSECTEC

Jyväskylä Security Technology

NIS

Network and Information Systems

NIST

National Institute of Standards and Technology

NLF

New Legislative Framework

NSC

Chair of the Cybersecurity Management Board

OT

Operation Technology

PP

Protection Profile

PPHS

Polish Platform for Homeland Security

RIHA

Administration system for the state information system

SAE

Society of Automotive Engineers

SANS

SysAdmin, Audit, Network and Security

SARs

Assurance Requirements

SME

Small and medium-sized enterprises

SOG-IS MRA

Senior Officials Group
Recognition Agreement

STAR program

Security Trust Assurance and Risk

TC

Technological Clusters

TOE

Target of Evaluation

UK

United Kingdom

UNIZO

De Unie van Zelfstandige Ondernemers

US

United States

WP

Work Package

SPARTA D11.1

Public

Information

Systems

Security

Mutual

Page 63 of 64

D11.1 – International and national cybersecurity certification initiatives

Chapter 11 Bibliography
1. I.Øverland, E.Scholl, K.Westphal, K.Yafimava ‘The Case for Energy Risk Mitigation and
Connectivity” (2016) p.2
https://www.swp-berlin.org/fileadmin/contents/products/comments/2016C26_wep_et_al.pdf
2. B.Larrumbide Martinez and L.Orue-Echevarria “Recommendations for the implementation
of the CSP Certification scheme” (2019) p.9
https://drive.google.com/file/d/1J2NJt-mk2iF_ewhPNnhTywpo0zOVcY8J/view
3. F-Secure ‘ATTACK LANDSCAPE H1 2019” p.2
https://s3-eu-central-1.amazonaws.com/evermade-fsecure-assets/wpcontent/uploads/2019/09/12093807/2019_attack_landscape_report.pdf
4. Frost and Sullivan “Cyber Security in the Era of Industrial IoT” (2017) p.3
5. ISACA ‘The Merging of Cybersecurity and Operational Technology” (2016) p.3-4
6. BSI « BSI Standard 100-2 IT-Grundschutz Methodology” (2008) p.11
7. BSI, « IT-Grundschutz-Catalogues 13th version » (2013) p.27
8. A.Barber « Status of Work in Process on ISO/SAE 21434 Automotive Cybersecurity
Standard” (2018) P.7-8
9. C.Schmitter & all “Using SAE J3061 for Automotive Security Requirement Engineering“
(2018) p.3
10. J.Leclair “House Hearing, 114th Congress - Small Business, Big Threat: Protecting Small
Businesses from Cyber Attacks” (2015) p.60-62
11. European Commission “SME Definition user guide” (2015)
https://ec.europa.eu/docsroom/documents/15582/attachments/1/translations
12. C.Ponsard and J.Grandclaudon, “Survey and guidelines for the design and deployment of a
cyber security label for smes”. (2018)
13. European Cyber Security Certification Composability approach WG1 – Standardisation,
certification, labelling and supply chain management September 2019

SPARTA D11.1

Public

Page 64 of 64

